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Executive Summary

In CARRE, the personalised patient-empowerment and decision-support services require the complex
collection, presentation and analysis of a large volume of heterogeneous data from a variety of data sources
including sensors, risk factors, PHR, decision support, etc., and involve various sets of components from a range
of different modules. Properly planned integration makes it possible to organise and coordinate these
components to work in unison to provide the planned system tasks.

The goal of Workpackage 7 is the integration of all modules developed in the previous work packages into a
personalized services environment for patients as well as medical professionals and its evaluation, including the
establishment of appropriate processing chains, workflows and the required middleware to allow intra-
component communication.

This document is a report of deliverable D7.3 “Integrated Service Environment” and describes how the
components of the system are organised to communicate and interact with each other to provide planned system
functions. This component- and service-based integration also has the potential for exposing the CARRE service
at the system- or component-level for external exploitation and extension in the future.

About CARRE

CARRE is a project, funded by the FP7 Programme of the European Commission, which will provide an
innovative means for managing comorbidities (multiple co-occurring medical conditions), with an immediate
focus on chronic cardiac and renal disease patients or persons with an increased risk of such conditions.

Sources of medical and other knowledge will be semantically linked with outputs from sensors to provide clinical
information, personalised to the individual patient that can help to support the tracking of the progression and
interactions of comorbid conditions. Visual analytics will be employed so that patients and clinicians will be able
to visualise, understand and interact with this linked knowledge and take advantage of personalised
empowerment services supported by a dedicated decision-support system.

The ultimate goal is to provide, via an integrative approach, a means by which patients with comorbidities are
helped to take an active role in care processes, including self-care and shared decision-making, and medical
professionals are supported in understanding and treating comorbidities.

FP7-ICT-61140 page 9 of 74
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Terms and Definitions

The following are definitions of terms, abbreviations and acronyms used in this document.

Term Definition

AF Atrial fibrillation

API Application programming interface (API) is a set of functions and procedures that allow the
creation of applications that access the features or data of an operating system, application,
web services or other service

DSS Decision Support Service

EC European Commission

ECG Electrocardiogram

EHC European Health Card

eHealth Electronic Health

EU European Union

HTML Hypertext Markup Language, the standard markup language used to create web pages.

HTTP Hypertext Transfer Protocol, a data communication for the World Wide Web.

HTTPS Hypertext Transfer Protocol Secure

OAuth OAuth is an open standard for authorization, commonly used as a way for Internet users to
log in to third party websites

OowL Web Ontology Language

PHR Personal Health Record

REST Representational State Transfer is a software architecture style for building scalable web
services.

RDF Resource Description Framework - a standard model for data interchange on the Web.

SPARQL RDF query language, that is, a query language for databases, able to retrieve and
manipulate data stored in RDF

SVG Scalar Vector Graphics, is an XML-based vector image format for two-dimensional
graphics with support for interactivity and animation

uc Use Case

UML Unified Modeling Language

UMLS Unified Medical Language System

URI Uniform Resource Identifier

URL Uniform Resource Locator

VA Visual Analytics

Vis Visualisation

WWW World Wide Web

FP7-ICT-61140
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1. Introduction

CARRE targets personalized patient empowerment and decision support based on risk models from the medical
literature and measurement data from patients. CARRE is a system that involves multiple data sources, data
processing and analysis modules and tries to provide a variety of visual presentation, analysis and decision
making functions. It comprises a set of components or modules which are functionally distinguishable but which
interact with each other in a coordinated way during execution to provide the system functions. Without proper
integration, these components will not work in unison to achieve the goals. Figure 1 shows the concept diagram
of the CARRE system from the DoW.

Data analytics and mining portal

Quenes ?—_‘/
Personalised  |Supeort l “““‘"“ Personalised
health care Datacentre disease

service and / ,‘,‘;‘,—w;‘h\ prevention
guidance guidance
provisioning provisioning
Linked Data

' Pushes \ /
S 2 f 2 A

Semantic data extraction engine

Ex(ractsl

Heterogeneous data resources
Services/Web APIls Web Databases Sensor data

-

Figure 1. CARRE concept diagram (from DoW)

For data-oriented functions, the CARRE system has to provide:

1. Data aggregator components for collecting personalised health data from heterogeneous data sources,
such as sensors, PHR, medical literatures, etc.

2. A semantic data extraction engine which adopts a crawling approach to harvest data from
heterogeneous resources and extracts them using Linked Data principles into the Linked-Data-based
repository.

3. A Linked-Data-based data centre which can efficiently integrate all the necessary types of data, adding
internal semantic links among them as well as external semantic links to Linked Open Data knowledge.
In additional, the data centre will support the query endpoints for semantically retrieving the data.

For user-oriented functions, the CARRE system needs to provide:

1. Personalised service and treatment guidance that will deliver treatment guidance, alerts and education
suitable to the individual patient’s needs.

2. Disease-prevention guidance that will provide personalised advice on life-style choices to help with the
management of risks for comorbidities or the progression of the diseases.

3. Visual analytics and data mining user interfaces to support access to visual analytics and data mining
tools for use both by patients and by medical professionals.

4. User interfaces for medical professionals to manually enter the risk factors and user interfaces for
patients to enter their PHR data.

In summary, the CARRE system collects, extracts and stores data from a variety of heterogeneous data sources
including sensors, PHR, risk factors, decision support, etc.; this requires the integration of various data access
control, collection, processing and storage components. It also provides a range of user-oriented interfaces,

FP7-ICT-61140 page 11 of 74
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such as visual analytics, risk entry, PHR entry, risk alert visualisation, etc., and these must be integrated with
the access control and the data repository components to provide the overall CARRE infrastructure.

D.7.3. Integrated Service Environment

This deliverable describes the integration, performed in Task T7.3, System and Service Integration, of modules
developed in previous work packages by different partners and their deployment for evaluation. The integration
is realised in a loosely coupled, interoperable and extensible way. The data repository is exposed using
standards-based RESTful web services, by use of which any other components can access and store data.
Benefitting from the shared-access-control infrastructure, the main visual interface only provides links to the
user interfaces of the other components. This component- and service-based integration achieves flexible and
reliable integration of the CARRE system; however, it also provides the potential for exposing the CARRE
service at the system- or component-level, when possible external exploitation and further extensions are
considered in the future.

The remainder of this deliverable report is organised as follows. Section 2 reviews the overall architecture of the
CARRE system and the approach taken to the integration. With a focus on the infrastructural services, Section
3 introduces the integration of the public and private data repositories, and Section 4 presents the integration of
access control and user authentication. In relation to the visual presentation layers, Section 5 describes details
of the integration of different CARRE components for the visual interface at component level, infrastructural level
and the application level, while the techniques used for a systematic localisation are covered in Section 6.
Section 7 summarises the technical requirements necessary for the deployment of the integrated system, and
Section 8 draws some conclusions.

2. Overview of CARRE system integration

2.1. CARRE system architecture and components

The CARRE high level architecture design in Figure 2 was proposed in D2.5! and has been implemented and
reported on by the corresponding partners at the component level during the course of project development.
However the connections, interactions, communications and dependencies between these components, which
are critical in orchestrating them to present the live CARRE system functions and services, remain almost
uncovered because the system-level connections and interactions can hardly be covered comprehensively and
systematically by a single component. This deliverable on system integration reports on the missing information
of inter-component coordinations, interactions, communications and dependencies at the system level and
presents the full spectrum of the mechanisms of the CARRE system.

As shown in Figure 2, the CARRE components are designed to facilitate the realisation of the CARRE concept.
The public and private data aggregators are used to extract heterogeneous data semantically from various
resources, and the public and private RDF? repositories form the data centre, which is based on Linked Data;
CARRE services provide personalised services and treatment guidance as well as personalised disease-
prevention guidance to individual patients; CARRE end-user applications provide functions that will enhance
and extend the services into the future; the CARRE visual interface provides an integrated user interface to
access the CARRE services and end-user applications.

1 D2.5 CARRE architecture, https://www.carre-project.eu/project-info/deliverables/, accessed on 28/06/2016
2 https://www.w3.0rg/RDF/
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Figure 2. High-level CARRE system architecture

2.1.1. Public data aggregation

Data mining of the medical literature: Medical evidence aggregators mine medical knowledge from the electronic
medical literature with the aim of 1) enriching the evidence of the existing risk descriptions as entered manually
by medical experts, and 2) identifying new risk associations for cardiorenal diseases and comorbidity published
during and beyond the project’s lifetime. Once evaluated and validated by medical professionals, new risk
associations can be manually input into the CARRE public RDF repository via the risk entry system.

Aggregator of educational resources: This module aggregates the metadata of educational resources available
in third-party repositories on the web. Data aggregation consumes the existing APIs of educational resource
repositories whose metadata is then stored as RDF triples in the CARRE public repository.

Risk factor manual entry system: This risk entry system enables the medical experts to encode the risk factors

between biological, demographic, lifestyle and environmental elements and clinical outcomes in accordance
with evidence from the clinical literature.
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Sensor data aggregators: This component retrieves sensor data from sensor dataclouds and deposits it into the
private RDF repository. Authorisation to connect to the sensor datacloud is gained from from the end-users and
the sensor data is then imported by fetching historical and onging data, where available. The aggregators are
also responsible for transforming this data into the appropriate RDF triples that conform to the CARRE ontology.

PHR aggregators: PHR aggregators are responsible for acquiring permission from the users to access third-
party PHR systems (which provide APIs for accessing their records). The aggregators then fetch the relevant
information from personal records, convert the data into RDF and deposit them into the private RDF repository.

PHR manual entry system: This browser-based application allows patients to record their medical data by
entering them manually through web forms. It is designed to complement the PHR aggregator when either a
PHR is not available or extra data needs to be input.

Web lifestyle data aggregator: This collects information on the user’s intentions, mainly on the following topics:
the patient’s inclination to search for health-related information on the web and the types of the health-related
information (s)he is interested in. It captures lifestyle data, extracts the user’s intentions and stores it into the
private RDF repository.

ECG aggregator: This is integrated into the Web lifestyle data aggregator and is intended for heart arrhythmia
(atrial fibrillation - AF) detection by analysing electrocardiogram (ECG) signals recorded with Emotion Faros
(Mega Electronics Ltd, Finland) devices. The aggregator performs AF parametrization from the start time and
duration of the AF episode and the average heart rate, and stores these parameters into the private RDF
repository.

2.1.3. RDF repositories

Private RDF repository: This repository implements a set of secure mechanisms for ensuring the user’s privacy
and data security and conforms to the CARRE ontologies. It uses two separate graphs:

e Patient private graph: this stores the personal data (sensor data, PHR and web lifestyle data) and
generated data (i.e. personalized DSS alerts).

e Medical expert private graph: this stores data relevant to the patient’s management.

Public RDF repository: The data hosted here originate from medical experts and the medical evidence
aggregators, converted to conform to the CARRE ontologies. It has three graphs that cover specific needs:

¢ Risk data graph: stores risk factors in accordance with evidence from the clinical literature.
e Educational resources graph: stores educational resources relevant to diseaces.
e DSS data graph: stores DSS algorithms and alerts for patients and medical experts.

2.1.4. CARRE services

Visualisation component: This includes interactive functions to visualize and analyze the data stored in the public
and private data repository, providing visual presentations to help users to understand the personal health
status, the disease progressions etc.

Decision support service: This provides ontology-based reasoning — it produces meaningful information that is
passed to the end-user interface with the synergy of the visualisation component.

Access control component: It implements CARRE users’ authentication (patients and medical experts) and

provides access control to RDF repositories by authorizing read/write permissions. The access control is
achieved and enforced via the RESTful API.
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2.1.5. CARRE end-user applications

D.7.3. Integrated Service Environment

DSS alerts entry system: This allows the medical experts and patients to adapt existing decision support services
or build new ones.

Management system for the personal aggregators: This system implements the connection of sensors’
manufacturers and PHR providers with a private RDF repository. This platform allows patients to control what
personal data are uploaded to their private RDF and from which manufacturer/provider.

Visual interface component: This provides a graphical interface for users to access the end-user applications
and services provided by other components. The interfaces for patients and for medical professionals are
different.

2.2. Integration approaches

In CARRE, most of components are web-based and many functions, such as the RDF data repositories, medical
and educational data mining service, are exposed as APIs or Web Services. Thus, in general, the integration of
CARRE components is web-based and can take place at one of three layers of an application3:

e User Interface
e Application Functionality
e Data Access

Integration at the Application Functionality layer is a traditional approach for programmatic access to an
application, and can be achieved by integrating with an API or using web services. It provides direct access to
the business logic of an application. However, when an API is not available, the integration can be achieved
only by modifying the application code itself, leading to the undesirable situation that when the underlying code
changes, the integration may break. Hence, integration at the application level is not a flexible and durable
solution, especially when the application code may be revised in the future. In CARRE, the web integration takes
place in two layers: the user interface layer and the data access layer to promote a uniform programmatic
interface for all applications.

2.2.1. Dataintegration

The CARRE system has a central RDF repository, which includes public and private data as already described
in Section 2.1 and fuurther detailed in Section 3. Table 1 summarises the data that are aggregated in CARRE
and the approaches that are used to collect them.

Integration at the Data Access layer is the most efficient approach to obtaining data from various applications
and it is typically achieved through connections directly to the underlying data resources, which by-passes the
business logic of the application. It is only suitable for data inquiry and aggregation requirements. However, by
utilizing the applications transaction logic, for functions such as updates, the integrity of the new data being
added or modified can be ensured.

It is worth noting that data collection is a continuing task. In the case of collecting data from CARRE services or
the Web, as showed in Table 1, each type of data comes with a search mechanism, such as medical and
educational evidence aggregation interface; and each type of data also comes with an automatic or manual
system, such as the risk factor manual entry system. For example, the manual medical evidence entry system
is in place for adding new risk associations after the evidence is validated by medical professionals.

In the case of collecting data from the third-party database, in particular collecting data from personal monitoring
devices, such as sensors that are used in CARRE, e.g., Fitbit, Withings, etc., the details of the secured
authentication approach are given in section 4.

3 Web Integration Technologies, RedOak software,
http://www.redoaksw.com/products/webclipper/RedOak_WeblntegrationOverview.pdf, accessed on 28/06/2016
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Table 1. Summary of CARRE data and their integration approaches.

CARRE

Source of CARRE data Collection approach .
Repository

CARRE Service

Via DSS alert system, the data is pre-stored or
manually input via DSS manual alert input system

Decision Support (DSS) public & private

Web

Data search is performed via the medical evidence
aggregation interface, and the confirmed evidence is public
input by doctors via the risk factor manual entry system
Data search is performed via the educational

resources aggregator interface and the collected public
metadata can be added to the public repository

Medical literature data
mining

Educational resources
aggregator

3"d-party Database

Personal sensor data Retrieved from relevant vendor datacloud private
PHR Retrieved from third-party PHR systems private

2.2.2. User interface integration

Web Integration turns the browser into a well-defined programmatic interface that exposes the full functionality
and data of the application. The Web Integration Server accesses the presentation layer of an application
through the browser interface and can then make one or more of the following access points available: a web
service, a modified browser interface, or an API into the application’s logic and data.

Integration from the user interface layer makes distributed deployment easier, since the integration developers
do not need to understand the functional modules within each application. The key function that the web
integration needs to provide is a standard and universal API that processes the business logic. The physical
web application server is transparent to the end-user who operates on the main web interface. Knowing the
necessary parameters and access of the user’s credentials, the business logic and data repository, allows the
web interface to identify the next page to visit.

Figure 3 illustrates the general concept of the CARRE user interface integration. The CARRE applications
referred in the figure include the DSS alert manual input system, the medical evidence aggregator, the risk factor
manual entry system, the educational resources aggregator, the educational metadata entry system, and the
CARRE devices system.

Figure 4 uses sequence diagram to show the interface integration.

Sections 3 and 5 below explain the two types of integration in CARRE, respectively. In Section 4, we briefly
summarise the user access control mechanisms in CARRE, the detailed implementation has been presented in
the previous deliverables. Section 6 dedicates to the implementation of localisation in CARRE, which plays a
crucial role in deploying CARRE system to a larger user community at a European level. Section 7 provides
detailed information on the CARRE system deployment.
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2.3. High level function diagram of CARRE

Medical Professional

Figure 5. A high level function diagram in CARRE.

D2.1 defined the CARRE use cases in which two types of users were identified:

e Patients, including their carers, and also including general users who are interested in using CARRE
services to monitor their potential risk of developing diseases.

e Doctors, including the patients’ doctors, or in general, medical professionals or medical researchers.
Medical researchers may be interested in medical evidence data aggregation.

Figure 5 presents a high level function diagram in CARRE.

3. Data integration

The CARRE data repository, described in deliverable D.4.1, is designed around the use of RDF, the standard
semantic data format used for Linked Data. The ontologies described in D.2.4 constrain this data according to
the CARRE information model, enabling the various CARRE components (and, in the case of public data such
as risk factor association data, the wider Linked Data world) to integrate smoothly at the data level. The use of
Semantic Web standards is essential to this integration: by structuring and annotating data in accordance with
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explicit machine-readable specifications of what it means, it is possible to make connections and draw inferences
which would not otherwise be possible.

D.7.3. Integrated Service Environment

3.1. RDF repository structure

RDF datasets can be structured into graphs, which are named entities able to contain arbitrary numbers of RDF
triples that, in essence, give a name to a particular dataset. Certain RDF datastores (in particular, the Virtuoso
RDF store used within CARRE) allow for individual graphs to be subject to access control. If a user who does
not have permission to read a particular graph tries to query its contents via SPARQL, no results will be returned.
This feature is used as the basis for the storage of confidential, patient- or medical-expert-specific, data in
CARRE. Where we refer to the “private RDF repository”, we mean the CARRE repository containing RDF
graphs, where each graph belongs to a particular user (patient or medical expert) and with access controlled by
that user. In contrast, the “public RDF repository” contains RDF graphs for which there is no access control for
reading data: anyone has permission to read and make use of data in the public repository. There are, of course,
access controls in place with regard to the addition or modification of public data, to ensure the integrity of the
medical knowledge stored in the CARRE system.

The CARRE private RDF repository contains a separate graph for each user of the CARRE system, whether
patient or medical expert. All data pertaining specifically to an individual user is stored in the relevant user graph.
CARRE user graphs have names of the form https://carre.kmi.open.ac.uk/users’lUSERNAME, where
USERNAME is the identifier which the relevant person uses to log in to the CARRE system. There is no
requirement that USERNAME corresponds to that person’s actual name or public identifying feature.

There are three main graphs in the CARRE public repository:
e Risk data graph:

o http://carre.kmi.open.ac.uk/public: contains the latest public, curated, medical evidence
aggregated by the project, in RDF according to the relevant CARRE ontology.

o http://carre.kmi.open.ac.uk/riskdata: contains the latest public medical evidence aggregated by
the project, in RDF according to the relevant CARRE ontology. Data in this graph has not
necessarily yet been reviewed or checked for quality, and should not be used for risk calculation.
It may well contain data more up-to-date than that in /public. Once a risk factor (or modification
to a risk factor to account for new evidence) has been subjected to full review and quality
assurance, it is copied from the /riskdata graph into /public.

e Educational resources graph:

o http://carre.kmi.open.ac.uk/edudata: contains educational materials and ratings of them in RDF
as described in D.3.4.

e DSS data graph:

o http://carre.kmi.open.ac.uk/dssdata: Contains DSS algorithms and alerts for patients and
medical experts in RDF as described in D.6.2, D.6.3 and D.6.4.

3.2. Component interaction with RDF repositories

Figure 6 illustrates the interaction of CARRE components with a patient graph of the private RDF repository. In
terms of data storage, each individual CARRE aggregator (i.e., sensor, PHR, web lifestyle and ECG aggregator)
interacts only with the private repository and stores data relating to a particular user in that user’s private graph.
Accordingly, the PHR manual entry system interacts with user’s private graph in order to insert and manage
health records that are provided by user. The management system for personal aggregators stores and revokes
the user’s access tokens of particular manufactures in order to be used by the corresponding aggregators. The
decision support service stores alert and recommendation data relating to a particular user and, used in
collaboration with the DSS alerts entry system, makes it possible to create, store and manage personalized alert
data for each user. Finally, the visual interface and visualisation component visualise and present the user’s
personal data that has been collected.
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Figure 6. Interaction of components with a patient graph of the private RDF repository.
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Figure 7. Interaction of components with a medical expert graph of the private RDF repository.

Figure 7 illustrates the interaction of CARRE components with a medical expert graph of the private RDF
repository. The decision support service stores alert data relating to particular patients being monitored by the
medical expert. The DSS alerts entry system gives the medical expert the option to create, store and manage
personalized alert data for him/her and possibly dedicated to a specific patient. The medical expert manages
his/her patients and gains access to their personal data through the visual interface.

Figure 8 illustrates the interaction of components with the public RDF repository. The risk factor entry system
interacts with the risk data graph in the public repository in order to allow the insertion, editing and review of risk
factor data by medical experts. The educational resources aggregator interacts with its own graph, the
educational resources graph, and the risk data graph in order to retrieve, store and rate educational materials
in its graph. The DSS alerts entry system inserts, edits and manages the DSS algorithms and alerts for patients
and medical experts. All of the other components read data from the public RDF repository in order to utilize this
knowledge. The visual interface and decision support service component retrieve data from both repositories —
generic public data relating to risk factors, educational material and DSS alert messages from the public
repository, and patient-specific data from the private repository. These different types of data are integrated
according to the requirements of each component. This integration is made possible by the use of the shared
CARRE ontologies, vocabularies and RDF data models.
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Figure 8. Interaction of components with the public RDF repository.

4. Access control

4.1. Overview

The authentication and access control models for CARRE were outlined in deliverables D.4.1 and D.4.2. Access
to an individual user's RDF graph (or write access to one of the public graphs) is granted through use of a token,
acquired by going through the standard secure authentication process (based on OAuth); this is shown in Figure
9. Any CARRE component that requires a restricted level of access to any graph will redirect the user to the
CARRE repository login page. On successful login and authorisation, the component is provided with a token
which can be used to interact with the CARRE RESTful API in order to retrieve, add, or modify data in the
relevant graph. This redirection ensures that users are never asked to enter login details into anything other
than the secure CARRE repository login page. Tokens can be revoked by the user at any time, at which point
they cease to function, ensuring that a user has full control over access to all private data.
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Figure 9. Workflow for login authentication and authorisation.

In order to aid integration — in particular, to support the CARRE tools for medical experts — the concept of a
secondary token has been introduced. A patient may wish to grant permission to a particular medical expert
(e.g. his/her own physician) to allow access to his/her private data. This is done by selecting that user in the
visual interface. A new secondary token is generated, and stored in the private graphs of both the original user
and medical expert. The workflow of the medical expert accessing patient data is shown in Figure 10. The
medical expert has a limited capability to access that user’s data using the secondary token. In particular, it is
not possible for the holder of a secondary token to subvert the access control or authentication mechanisms for
the user in question. A user may revoke a secondary token at any time; this immediately withdraws access to
their private data from the medical expert user.

4. Expert application receives results 3. Validate
tokens and
retrieve
CARRE expert access control patient data
application (including RESTful API) j
1. Expert 2. Expert application performs a request using .
requests data expert token and patient secondary token private RDF
of a particular repository
patient

e,
medical —

expert graph

expert \ Expert is already login in application

Figure 10. Workflow for a medical expert accessing patient data.
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4.2. Technical details on authentication and authorisation
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4.2.1. Authentication and authorisation

The authentication strategy implemented for CARRE users is based on external authentication with SSO*
(Single Sign On) support. The process is described as the following:

1. The user is redirected from a CARRE client application to a secure login interface.

2. The user enters his/her credentials and logs in.

3. The CARRE authentication server validates the credentials and sets a cookie on the user’s browser and
redirects him back to the source CARRE subdomain which is validated by the authentication server (e.g
the user cannot be redirected to some.evil.com).

4. The CARRE client application can now make authenticated requests to the CARRE RESTful API.

The main advantages of this authentication strategy are:

o The cookie is set with “Secure” and “Http-Only” flags so it cannot be accessed by the client application
(javascript or html) cannot be sent over non-https connections. As a result this method is immune to
XSS (Cross-site Scripting) attacks®.

e Cookies are automatically processed by web browsers and web servers which provides a good
integrated experience among all the CARRE applications.

Accordigly, the limitations of this are:

e This method is vulnerable to CSRF (Cross-Site Request Forgery) attacks® which exploit the trust that a
site has in a user's browser. This can be prevented by including a secondary token to the request
validating that this request is performed by a validated application.

o CARRE applications must be under the same root domain (e.g. entry.carre-project.eu, visual.carre-
project.eu etc.) in order for the cookies implementation to work.

4.2.2. Further security improvements

The CARRE authorisation process is based on OAuth 1.0 which is an API-based authorisation protocol that
allows a third-party website or application to authorize access to a user’s data without requiring user’s login
credentials. The industry standards on security and authentication techniques are evolving rapidly as the Internet
continues to expand. As a result, the OAuth 1.0 will be replaced by the next version OAuth 2.0 which introduces
the concept of a refresh token and limited duration of the access token. The refresh token is used to request
new access tokens without compromising the user experience, e.g without requesting the user to re-login.

Another future security upgrade will be in the authentication process. As described above, the CARRE
authentication is currently based on cookies, which has its advantages and its limitations. The Internet is
gradually evolving towards token-based authentication and this can be implemented using JWT? (JSON web
tokens). This new approach will replace the storage method and introduce a client encryption technique for
saving the user state in the client and not in the server, as with the cookies approach.

4 https://en.wikipedia.org/wiki/Single_sign-on

5 https://en.wikipedia.org/wiki/Cross-site_scripting

6 https://www.owasp.org/index.php/Cross-Site_ Request_Forgery (CSRF)
7 https://jwt.iof

FP7-ICT-61140 page 23 of 74



—

l ! CARRE

D.7.3. Integrated Service Environment

5. User interface integration

CARRE applications are integrated via the user interface, which is a data presentation layer and a visual
interface for users to access the existing data, and add new data to the CARRE data repositories.

5.1. Overview

From a system architecture point of view, CARRE is composed of multiple subsystems or modules. The
underlying infrastructural subsystems include the public and private repositories and the access control. The
middle layer subsystems include the DSS system, sensor aggregator, medical evidence aggregator and
educational material aggregator. The surface layer subsystems which directly interact with the user include the
PHR entry system, risk entry system, and the visual analytics module.

However, the data presentation layer itself is not a standalone subsystem but is composed of a set of loosely
coupled components, including the main visual interface and visual analytics, user interfaces from several
functional subsystems/modules and the supporting infrastructural components.

Among the related components, the main visual interface and the visual analytics module are the core
components which totally belong to the data presentation layer. The risk entry system, PHR entry system, DSS
system, medical evidence aggregator, etc. are categorized as functional modules whose user interfaces lie in
the data presentation layer. The public private data repositories and the access control subsystems
communicate with other components of the data presentation layer and are categorized into the infrastructural
components for the data presentation layer.

This section provides a brief introduction to components of the data presentation layer, followed by details of
integration from three levels: component, infrastructural and application.

5.2. CARRE components

5.2.1. Core components of visual analytics

5.2.1.1. The main visual interface

The main visual interface (Figure 11) provides user authentication and a web-based framework for directly
hosting other components or for linking to front-ends of other related components. It hosts visual analysis
components and the medical evidence aggregator. The web-based main visual interface framework is
composed of a dashboard, visual analytics component containers and links to other related components. The
main visual interface also provides the entry point for users to login to the CARRE system with the OU’s
authentication mechanism, thereby achieving secure user authentication and access control.

F [ carre - canne visual x

& & & [ visualcarre-project.eu G 2

—~

0) Dashboard @  Healthines®  Calendar®  PatientRisk Graph®  Components 8 ~  Doctor /& +

Risk Entry System
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Medical LiteraturgS Search

B Dictionary B
[>] (3]
e
(>} (2}
Figure 11. Screen shot of the main visual interface
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5.2.1.2. The visual analytics component
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The visual analytics (VA) component combines automated analysis techniques with interactive visualisations for
effective understanding, reasoning and decision making. In the CARRE system architecture, the data sources
of the VA component can generally be categorised into sensor data collected by sensor data aggregators, PHR
data collected by PHR aggregators, personal risk data calculated by the DSS component, and the public risk
associations extracted from the medical literature. The private data associated with individual patients are stored
in the private RDF repository and protected by the access control component. Users need individual credentials
to gain access to the private data they are authorised to access. The public risk associations which represent
the medical knowledge of risks are stored in the public repository; users do not need individual credentials to
access the public data.

5.2.2. Functional components

Other related functional subsystems which have their own user interface components and are thus related to
the data presentation layer include:

e Risk Entry system

e PHR entry system

e DSS system

e Medical Evidence Aggregator

The user interfaces of these are integrated into the main visual interface either by links or by direct integration.

5.2.3. Infrastructural components

Infrastructural components of the data presentation layer are CARRE components which provide system level
infrastructural support (such as access control, data storage and data access, etc.) to the data presentation
layer as well as other modules.

Infrastructural components of the data presentation layer include the public repository, the private repository
subsystem and the access control subsystem.

5.2.4. Role of data presentation in CARRE

The visual data presentation relies on the public RDF repository and the private RDF repository to provide data
of risk associations as well as data of personal health. While accessing the private data, the visual data
presentation components depend upon the access control component to provide secure access the data.

The relationships among the main visual interface, the visual analytics component and other related components
of the data presentation layer are shown in the following component diagram (Figure 12). For clarity, we show
only the dependency of the main visual interface on the access control module, but all other components also
depend upon the access control to provide user authentication, user management and secure resource access
control.

FP7-ICT-61140 page 25 of 74



—
l 5 CARRE

D.7.3. Integrated Service Environment

<<component>> g]
Rsk Entry
77 : s
. ! ~ . Store Data
e Vi pE
L <<component>> R .
s Medical Evidence Aggregator =
L - <<component>>
L -7 O Public RDF Data Repository
. -7 Que icData
I‘ - -7
R
LT <<component>>
e = Visual Analytics
<<component>>
Main Visual Interface
. — <<gomponent>>
IR, QueryPrivateData Private RDF Data Repository
! - -~ T~ -
! S . -
I N R -
| ~ S =T P
User Authenticantion ! N S T = - Store Data P L,
: ~ <<component>> Pa
~ 4
1 o Decision Support Service e J
I ~ " ’
! R L p
A . .7 J
<<component>> . .7 Store E)B[a
Access Control 2 ’ ‘
<<component>> g] / ¢+ Store Data
PHR L
/
‘
/’
’
’
P
"
<<gcomponent>>
Sensor Aggregator

Figure 12. Component diagram shows the relationship of the main visual interface, visual analytics and other related
components

5.3. Component level integration

5.3.1. The main visual interface

The role of the visual interface is to provide links or container for the user interfaces of other related components,
such as the medical evidence aggregator, the risk entry system, the PHR system, the DSS component, etc.

The main visual interface provides user authentication for an individual user. It also provides a summary of
health information and a user profile display.
5.3.1.1. Dependency

The main visual interface is directly dependent upon the access control module to provide user access control.
It provides the user login interface to gain access to the system. The user credentials are stored in the local
cookie which is used by other components to retrieve the data stored in the private RDF data repository. It also
needs the private repository to read the user’s profile.

The main visual interface also depends on the VA component to provide visual analysis of the public and private
data.
5.3.1.2. Communication

The main visual interface communicates with the access control module and the private repository.

5.3.2. Visual analytics

The role of visual analytics is to visualise sensor data, PHR data, medical data, risk factor data and the integrated
visual analysis of health data and risk factor data. As a component focusing on visual information presentation,
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VA is closely integrated to the visual interface as container. It requests data from the public and private
repository, processes and analyses the data, and presents the results to the user visually on the display.

5.3.2.1. Dependency

The visual analytics component is dependent upon the main visual interface for access to the user’s profiles and
credentials so as to gain access to the private repository.

The visual analytics component relies heavily on the public and private repositories to retrieve the public and
private data. It uses RESTful APIs as well as SPARQL queries to access the data from them. For the public
repository, the query can be patient-specific risk associations. For the private repository, the data can be the
user profile, sensor data, PHR data and the DSS data. Each of these can be accessed via the unified
measurement AP provided by the private RDF data repository.

In addition, the visual analytics component indirectly relies on the decision support service to calculate the risks
of diseases based on the medical evidence provided and the user’s health data. The risk data are calculated,
then stored in the private RDF repository by the decision support service for retrieval by the visual analytics
component and other components.

The visual analytics component is embedded in the visual interface as client-side web components and is
invoked by user actions.
5.3.2.2. Communication

The visual analytics component communicates with the public and private repositories via RESTful APIs and
SPARQL queries.

5.4. Infrastructure level integration

5.4.1. User authentication

User authentication is achieved via the access control module. The visual interface provides the login function.
When the user clicks on the “Login” button in the visual interface, the web page automatically redirects to the
CARRE user authentication website. If the user inputs the correct user name and password, the user’s
credentials will be stored in local cookies.

The user authentication URL is
https://devices.carre-project.eu/devices/accounts/login?next=FROM_URL
The FROM_URL is the caller's URL. On a successful login, the page will redirect back to that URL.

5.4.1.1. Patient user authentication

For the main visual interface, the user authentication is called by the following URL https://devices.carre-
project.eu/devices/accounts/login?next=http://visual.carre-project.eu. This is shown in Figure 13.

. or =[S X
/' [] CARRE - authenticatic x \

€& & B 8 nhitps:/devices.carre-project.eu/devices/accounts/login?next =http:/fvisual,carre-project. eu b @ =]

Authentication
Username

Passworc

Don't have an account? Register

Figure 13. User authentication page
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After a successful login, the user's name will be displayed on the main visual interface.

D.7.3. Integrated Service Environment

5.4.1.2. Doctor’s user authentication

Doctors have to check the health data of their patients, so they need not only their own credentials, but also
those of their patients. The CARRE access control module provides doctors with a "secondary token”, as
described earlier, to allow limited access to the patients’ private data.

5.4.2. Dataretrieval and access

5.4.2.1. Data storage

In CARRE, the data storage is achieved via the CARRE data repository subsystem which acts as the central
point of information storage for all CARRE applications. It conforms to the principles of the Semantic Web and
the guidelines of Linked Data. Information stored in the CARRE repository consists of “RDF triples”. RDF
(Resource Description Framework) is a standard format for representing semantic data on the Web; an item of
RDF data is a triple, which corresponds to a statement of the form “subject predicate object”. Each term is a
URI, often drawn from a standard vocabulary or ontology, making it easy to link triples from different sources —
that is, to allow Linked Data. RDF can be accessed through a SPARQL® endpoint: SPARQL is a query language,
much like SQL in syntax. The triples stored in the CARRE repository are either public or private. For private
data, data privacy and security mechanisms have been deployed via the access control module.

5.4.2.2. The Public RDF repository

The public RDF repository stores general medical knowledge relating to risk associations, evidence and
observables, and is available for public querying without authentication, as it contains no personally identifying
data for any patients and serves as a general-purpose resource for medical knowledge in a semantic format.
5.4.2.3. Private RDF repository

The private RDF repository stores data relating to individual patients, in a secure and access-limited fashion,
with each patient’s data in a separate and restricted RDF graph. All data from personal sensors, personal health
records and any decision support service recommendations for an individual are stored and queried from that
individual’s private graph.
5.4.2.4. Retrieving data

The RESTful APl method for accessing CARRE data has been described in detail in deliverables D.4.1 and
D.4.2, including the privacy-by-design features for private data. An authenticated and approved application can
retrieve an access token per user from the API, which is used to authenticate all calls which access that user’s
private RDF graph. API calls relating to public data may be performed without any token.

The following are example API queries used by the visual analytics component:
e Retrieving the Measurement List
The list of the measurements can be acquired from the following API:
https://devices.carre-project.eu/ws/measurementsList?token=TOKEN

where TOKEN is the user token. The query returns an array of URIs of the measurement variables. The
following URI represents the step measurement name:

http://carre.kmi.open.ac.uk/ontology/sensors.owl#has_steps
e Retrieving Measurement Data
Most of the user data reading is based on the OU measurement API:
https://devices.carre-project.eu/ws/measurement?name=MEASUREMENT_NAME&token=TOKEN

8 https://www.w3.0rg/TR/rdf-sparql-query/
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where MEASUREMENT _NAME is the RDF variable name and token is the user token which is acquired
from the CARRE user management service.

e Retrieving Risk Elements
Retrieval of risk elements can be achieved by the following API query:
https://devices.carre-project.eu/ws/instances?type=risk_element&language=LANGUAGE
It returns an array of RDF triples which have risk elements as the subject.
e Retrieving Risk Factors
Retrieval of risk factors names can be achieved by the following API query:
https://devices.carre-project.eu/ws/instances?type=risk_factor
It returns an array of RDF triples which have risk factors as the subject.

SPARQL is the standard query language for RDF data. The API allows arbitrary SPARQL queries to be
submitted via an authenticated call, and also contains several helper methods which wrap specific common
gueries in an optimised way (for example, retrieving a daily summary of sensor readings for a user). Compared
to the APl method, it is more flexible and customizable.

The following are example SPARQL API queries used by the visual analytics component:
e Retrieving the Measurement Data

SELECT DISTINCT ?measurementtype ?0b name
FROM <https://carre.kmi.open.ac.uk/users/user.name>
FROM <http://carre.kmi.open.ac.uk/riskdata> WHERE
?measurement ?measurementtype ?object
:has blood pressure systolic :has weight :has has blood glucose fasting}
OPTIONAL {?0ob a risk:observable; risk:has external predicate
?measurementtype; risk:has observable name ?ob name. }
FILTER (langMatches (lang (?0b name), carre_ language ) )

where carre_language is the human language used by the system.
¢ Retrieving the Patient Risk Data

SELECT DISTINCT ?risk evidence ?condition ?confidence interval min
?confidence interval max ?risk evidence ratio value
?risk evidence ratio type ?risk factor ?has risk factor source
?has _risk factor target ?has risk factor association type FROM
<http://carre.kmi.open.ac.uk/riskdata> WHERE {
?risk evidence a risk:risk evidence ;
risk:has risk factor ?risk factor;
risk:has risk evidence ratio type ?risk evidence ratio type;
risk:has risk evidence ratio value ?risk evidence ratio value;
risk:has confidence interval max ?confidence interval max;
risk:has confidence interval min ?confidence interval min;
risk:has risk evidence observable ?ob ;
risk:has observable condition ?condition
?risk factor risk:has risk factor association type
?has risk factor association type;
risk:has risk factor source ?has risk factor source;
risk:has risk factor target ?has risk factor target.
{
SELECT ?ob FROM <http://carre.kmi.open.ac.uk/riskdata> WHERE {
?70b a risk:observable ;
risk:has external predicate ?p.
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5.5. Application level integration

D.7.3. Integrated Service Environment

For patients, CARRE is a platform for health risk monitoring and analysis, and for doctors, it is a platform for
medical risk knowledge discovery, record and application. In this section, interactions between visual interface
components are introduced from the viewpoints of the application and functions. In the following subsections,
the components involved in the patient application and the doctor’s application are introduced to demonstrate
how different components are integrated to provide a unified user interface and system functionalities.

5.5.1. Integrated user interface for patients’ application

5.5.1.1. The main visual interface

The main visual interface for patients is shown in Figure 14 which includes a dashboard for information summary,
a calendar for event display and visual analytics tools such as the healthlines. It also includes menus for the
PHR entry system and the CARRE devices system.

/B Carte - CARRE Visual ana. x \_§
& = C [ visual.carre-project.eu/Carre/ Qs ﬂ: =
—~
0) Dashboard®  Healthlines®  Calendar®  Visual Analytics 8 ~  Tools / + ‘ ‘
PHR Entry
Welce  pevices
5]
© ©

Figure 14. The main visual interface

5.5.1.2. Personal health information summary

Multiple data presentation components can be accessed by the user from the web-based CARRE visual
interface. However, as there is a wide variety of data sources and data types, it is difficult for a user to gain an
overview of the important features from the scattered health status visualisation. To present the user with a quick
overview of their health status, the CARRE visual interface provides a dashboard as a front page. The dashboard
provides a summary of the user’s latest health status as well as important notifications, as shown in Figure 15.
It may include simple visualisation components to present data in a relatively recent period. The following figure
shows the example dashboard with data tiles and links to more detailed information.
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Figure 15. The CARRE dashboard

5.5.1.3. Personal health visual analytics

The visual analytics components introduced in deliverables D5.1 and D5.3 are integrated in the main visual
interface as containments as shown in Figure 16. The major visual analytics components include healthlines, a
calendar and a risk factor graph. They are integrated and embedded in the visual interface as HTML iframes in
the visual interface layout. Separate menus are added for visual analytics components so that the user can
easily invoke the visual analytics functions. The interactions between the visual analytics module, visual
interface, access control, and public and private repositories in the patient application are shown in the sequence

diagram in Figure 17.
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Figure 16. Integration of visual analytics components into the main visual interface

FP7-ICT-61140

page 31 of 74



)

' 5 CARRE

Patiant

Main Visual Interface

2: Usar launchas Haalthlinas

D.7.3. Integrated Service Environment

|
1.2: Ratum user agdentials

<__ _____

2.1: Load Haallhlinas componant

5: Usar Infaractions

ey Y

3. Load Patiant Meg

gsuramant Data

6. User launches Risk Graph

|
9: Usar In li;iractions

>LH 6.1: Load Risk Graph companant

h——ty——————ﬂ

3.1: Ratum Patiant My

P

pasuramant Data
|

afl Patiant Specific Risk Factor Data

1————

T——I

urm Pafient Spacific Risk Factar Data

8.1: Update Visualisation

8: Patiant Specific Risk Fac

por Visualisation

Figure 17. Sequence diagram of interactions of components in the data presentation layer for the patient’s application

5.5.1.4. PHR data entry

The patient’s health data can be managed using the PHR data entry system. Data management is performed
by updating observable measurements in the private RDF repository. Observables that are monitored are taken
from public RDF and measurements are saved into the private RDF.

Though designed and implemented as a subsystem, the PHR entry system can be embedded in the main visual
interface as an iframe and will share the same user authentication as the main visual interface, as shown in

Figure 18.

The interactions between the patient, the PHR entry system, the public RDF repository and the private RDF
repository are shown in Figure 19.

Observables are organized into different groups to make it easier for patients to edit and navigate, as shown in
the index page of the PHR entry system in Figure 20.
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Figure 18. PHR entry system embedded in the main visual interface
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Figure 19. Sequence diagram of interactions between the patient, PHR entry system and the public and private RDF
repository
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Fill your medical data
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Delete your measurement data

Figure 20. Data are organized into groups in the PHR entry system

A patient can enter new observable measurement by specifying its value and the date of the measurement (date
is an optional field, if it is left blank, the current date will be used as measurement date). Observables value can
have several forms: either enum value (value from predefined list of options), Boolean value (true or false),
integer or decimal number input, as shown in Figure 21.

Measurement date

Measurement daie

Measurement date

Figure 21. Filling of observable measurements in PHR entry system

A patient’s measurement can be deleted individually, as shown in Figure 22, or as a whole by choosing the
“Delete measurements” option in the index page.
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Figure 22. Overview of saved observable measurements in the PHR entry system

5.5.1.5. Wearable sensor data collection

Patients can use the CARRE Device system to collect and use data (blood pressure, weight, glucose, physical
activity) from dataclouds of selected commercial personal health devices. WEB entry to CARRE Devices is
secured by using the same common Login credentials as to the other modules of the CARRE system. Figure
23 shows the entry user interface of the CARRE device system.

L Sl © https://devices carre-project.eu/devices/accounts/k © v & | @ CARRE Devices

CONNECT WITH

iHealth Mebisana MnnglT @ Withings - fitbit B Goosle

Figure 23. WEB entry to CARRE Devices system

Most commercial devices have similar procedures for allowing data to be sent to CARRE Device services
(sequence diagram Figure 24). Connection involves several intuitive steps: selection of commercial vendor,
login to cloud connection APl and granting permission to access data for the CARRE Devices. From that point,
data upload to the private RDF repository is automatic and requires no additional effort from the user.
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Figure 24. Sequence diagram explaining the process of connecting commercial wearable sensor dataclouds to the CARRE
Device service

Figure 25 presents the CARRE devices page when integrated with the main user interface. Figure 26 shows the
dialog boxes appearing in the user interface after the user presses the plus sign with the meaning “Connect to
a new wearable sensor service”. Figure 26.a presents the available commercial sensor providers for selection
while Figure 26.b shows an example of choosing one provider (Fitbit) to establish a long-term connection. The
user is able to select the data types from the commercial sensor provider to be stored into the CARRE private
repository.
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Figure 25. CARRE Devices web page after a successful login
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Figure 26. Screenshots of the user interfaces during connection of commercial dataclouds to CARRE Device services: (a)
available commercial data providers for selection, (b) example of Fithit API response to the request from CARRE Devices
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A different type of aggregator is the Web liferstyle data aggregator and ECG aggregator. The goal of Web
liferstyle data aggregator is to use patient's web searches in order to extract his/her intention and upload to
private RDF repository only the intentions that are relevand to CARRE. Accordigly, ECG aggregator is supposed
to accept an .edf file from Emotion Faros ECG (Mega Electronics Ltd, Finland) recorder, analyse it locally with
the proprietary signal processing algorithm for detection of brief episodes of heart arrhythmia, send extracted
parameters to CARRE private repository and compose analysis report locally for the user. Figure 27 illustrates
the interactions of Web liferstyle data aggregator and ECG aggregator with the other CARRE subsystems. The
ECG aggregator is integrated with CARRE Web lifestyle data aggregator. It is an installable program working

as a background service on the user’s computer.

D.7.3. Integrated Service Environment
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Figure 27. Sequence diagram of Web liferstyle data aggregator and ECG aggregator

Figure 28 shows menus related to the Web liferstyle data aggregator and ECG aggregator.
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Figure 29 shows the example of the ECG report generated after ECG file analysis. A patient can print his/her
ECG report and show it to the physician during a health check visit.
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Figure 29. Report generated after ECG file analysis
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5.5.1.6. Risk alert editing

A basic feature of the DSS alert system is to timely identificate the major concerns about patients’ health
condition levels. The DSS will send alerts, including medical check-ups, monitoring, increased risk of disease
progression and transition, and suggestions to change diet.

The CARRE Decision Support is based on specifically designed algorithms that determine whether an alert will
be executed for a particular patient condition. This is a result of analysis and reasoning captured in CARRE
ontologies (CARRE risk factor database and/or the aggregated educational material). The DSS alert system
outcome provides the variables to the CARRE visual interface for risk-alert visualisation; it is also possible to
send e-mail alerts to the patient. Figure 30 shows the particular DSS alert editor.

# CARRE Risk entry system

El About

Risk alerts oeax

Risk alert
a body weight evaluation for patient with diabetes diagnosis -
Observables
S chronic kidney disease diagnosis (5 levels) diabetes diagnosis
heart failure diagnosis
k Ele s

Condition Hide editor @

heart failur

chronic kidney disease diagnosis (&

Measurement Types AND j © Add Condition © Add Group
Medical experts
heart failure diagnosis = = j no j (O]
diabetes diagnosis ~ = :I yes j B
chronic kidney disease diagnosis (5 levels) = = j
stage2 j B

Diagnosis text

change your dief = | mm

Figure 30. DSS Alert Editor

5.5.1.7. Risk alert visualisation

The risk alerts calculated by the DSS module are stored in the private repository and can be accessed for risk
alert visualisation by components in the visual interface. Figure 31 shows the process of risk alert visualisation
after risk alert calculation.
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Figure 31. Sequence diagram of risk alert calculation and visualisation

5.5.2. Integrated user interface for medical professionals

5.5.2.1. The main visual interface

The main user interface for medical professionals shares many features with the patient application. One
important difference is the Doctor menu under which tools and functions for medical professionals are listed, as
shown in Figure 32, including patient management, risk entry, educational resource entry and the medical
literature aggregator.

) Carre - CARRE Visusl Ana’ % %

€ > € | [} visual.carre-projecteu/Carre/

L~

0) Dashboard @  Healihlines @  Calendar @  Visual Analytics ! ~+  Tools # ~  Doctor / ~

Patient Management
Welcome duthteam t¢  gisk entry System

Educational Resources Entry
| Medical Literature
]

w

Figure 32. The Doctor menu for medical professionals
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The medical evidence aggregator gathers medical knowledge from medical publications to enrich the evidence
of the existing risk descriptions and to identify new risk associations for cardiorenal diseases and comorbidity.
The aggregator extracts and summarises key information from popular and trusted medical publications as they
are indexed in PUbMED. The medical evidence aggregator can be accessed from the main visual interface as
shown in Figure 33. Figure 34 shows the user interface for the keyword based medical literature search. Figure

35 shows the user interface for keyword-based medical literature analysis.

) Carre - CARRE Visual An= % Y\

€& - C [Jvisualcarre-project.eu/Carre/

o~
0) Dashboard @  Healthlines ®  Calendar®@  Visual Analytics ¥ ~  Tools # ~  Doctor /# =

Patient Management

DB Pubmed v | keyWords Risk Entry System

Educational Resources Entry

Refine Search [clear]

Summary * Year ¢

bearch

Analysis
Dictionary

Medical Literature B »  Search B

Figure 33. Accessing the medical evidence aggregator from the main visual interface

« |« 1,2 > »

#) Carre - CARRE Visual Az x ¥
€ - C' [} visual.carre-project.eu/Carre/ Qe q] =
== =
o Dashboard @  Healthlines @  Calendar @  Visual Analytics 32 ~  Tools # - Doctor /& ~ duthteam %%~
pB| Pubmed ¥ | keyWords | cardiorenal
Refine Search: [clear]
flag
Summary & Year ¢ * source =
[Peritoneal dialysis for acute renal failure: Rediscovery of an old modality of renal replacement therapy]. 2016 Jun Nephrol Ther
Issad B:Rostoker G;Bagnis C;Deray G 15
Monitoring B-type natriuretic peptide in patients undergoing therapy with neprilysin inhibitors. An emerging challenge? 2016 Jun Int J Cardiol
Lippi G;Sanchis-Gomar F 14
Impaired Peripheral Endothelial Function Assessed by Digital Reactive Hyperemia Peripheral Arterial Tonometry and Risk of In-Stent Resten. 2016 Jun J Am Heart Assoc
Komura N:Tsujita K:Yamanaga K;Sakamoto K:Kaikita K;Hokimoto S:lwashita S:Miyazaki T:Akasaka T:Arima Y:;Yamamoto E:lzumiya 17
Y:Yamamuro MiKoj...
Kidney-Heart Interactions in Acute Kidney Injury 2016 Jun Nephron
Dol K 16
The effect of chronic renal failure on cardiac function: an experimental study with a rat model. 2016 Jun J Echocardiogr
Nakano S;Masuda K;Asanuma T:Nakatani S 14
G Protein-Coupled Receptor-G-Protein ?2-Subunit Signaling Mediates Renal Dysfunction and Fibrosis in Heart Failure. 2016 Jun J Am Soc Nephrol
Kamal FA;Travers JG;Schafer AE:Ma Q:Devarajan P:Blaxall BG 13
Can a Shift in Fuel Energetics Explain the Beneficial Cardiorenal Outcomes in the EMPA-REG OUTCOME Study? A Unifying Hypothesis. 2016 Jul Diabetes Care
Mudaliar S:Alloju S:Henry RR
Renal denervation significantly attenuates cardiorenal fibrosis in rats with sustained pressure overioad. 2016 May J Am Soc
Liu Q;Lu D:Wang S:Wang K:Zhang Q:Wang Y;Fang P:Li Z:Geng J:Shan Q 24 Hypertens
Intestinal Microbiota-Generated Metabolite Trimethylamine-N-Oxide and 5-Year Mortality Risk in Stable Coronary Artery Disease: The Contri... 2016 Jun J Am Heart Assoc
Senthong V:Wang Z:Li XS:Fan Y:Wu Y:Tang WH:Hazen SL 10
Quercetin and Vitamin C Mitigate Cobalt Chioride-Induced Hypertension through Reduction in Oxidative Stress and Nuclear Factor Kappa Beta... 2016 Jun Biol Trace Elem
Ajibade TO;Oyagbemi AA;:Omobowale TO:Asenuga ER;Adigun KO 10 Res

Figure 34. Medical literature search
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) Carre - CARRE Visual Ana. X

€ - C [3visual.carre-project.eu/Carre/

=
0) Dashboard @ Healthlines @ Calendar®  Visual Analytics - Tools &~ Doctor / ~

keywords

exp: “heart failure,cardiorenal syndrome, renal
dysfunction, renal dysfunction”.

heart failure

©Hotmap @ Carre

| cancetl

Figure 35. Literature analysis user interface

5.5.2.3. Risk factor entry

The risk association data extracted from the medical literature are stored in the CARRE public RDF repository.
This is achieved by the doctors via the risk entry system, as shown in Figure 36. Figure 37 and Figure 38 are
the user interfaces for inserting risk factors and risk evidence into the public RDF repository.

) Carre - CARRE Visual Ana X

€ = € [[ visualcarre-projecteu/Carre/

é) Dashboard @ Healthiines @ Calendar@  Visual Analties 5§+ Tools /- Doctor/F«

A CARRE Risk entry system

Dashboard

B8 5 8

CARRE research project receives funding from the European Commission's Seventh Framework Programme (FF7-ICT-20134611140)
CARRE 2013 - 2016

Figure 36. Risk entry system integrated in the main visual interface
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) Carre - CARRE Visual Ana. % Y|

€ - C [} visual.carre-project.eu/Carre/ Qe q..
o~
o Dashboard @  Healthlines @  Calendar @  Visual Analytics# - Tools # -  Doctor /& ~ duthteam % -
# CARRE Risk entry system Hi duthteam & =
i About B
Risk factors ez
Dashboard
Explore Source risk element
CARRE elements v Select risk element -
Risk Factors | Target risk element
Select risk element -
Risk Evidences
Risk Elements Association Type
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Observables

;
Citations

Measurement Types

Medical experts

Figure 37. Inserting risk factors
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A CARRE Risk entry system Hi duthteam & +
i About B H
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Dashboard
Explore Risk factor Pubmed Id
CARRE elements - Select risk factor - Enter pubmed Id
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Risk Elements
Observables
Ratio value Confidence Interval
Citations Minimum
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Medical experts Ratio Type Confidence Interval
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Evidence source
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Adjusted for

Select values.

Figure 38. Inserting risk evidence

5.5.2.4. Risk factor visualization

The risk entry web interface provides not only the risk factor entry function but also the risk factor exploration
and visualization to the medical professionals. Figure 39 shows the risk factor exploration user interface in the
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risk entry system. Figure 40 shows visualisation of the risk factors in Sankey diagram for the doctors in the risk
entry system.

#) Carre - CARRE Visual Ana' % ¥

€ - C [} visual.carre-project.eu/Carre/ Q5y al =
— =
o) Dashboard @  Healthlines®  Calendar @  Visual Analytics #f ~  Tools &~  Doctor / ~ duthteam %% -
# CARRE Risk entry system Hi duthteam & »
i About B
Risk factors
Dashboard
Explore View  Edit Source ~g ~ | Target ~  Association type ~ =
CARRE elements e
E ischemic heart disease ischemic stroke is an issue in -
Risk Factors E ischemic heart disease famil... |ischemic heart disease is an issue in
RS u ischemic heart disease famil . | ischemic stroke is an issue in
E ischemic heart disease self .. | heart failure is an issue in
Risk Elements
n left ventricular hypertrophy cardiovascular events group 5 | is an issue in
Observables u left ventricular hypertrophy death due to cardiovascular . | is an issue in
Gitations E left ventricular hypertrophy heart failure is an issue in
n left ventricular hypertrophy hypertension is an issue in
Measurement T
b u left ventricular hypertrophy ischemic stroke is an issue in
Medical experts E obesity asthma is an issue in
u obesity atrial fibrillation is an issue in B
4 3

[Total ltems: 96 (Showing Items: 46)

I« 4 2 2 > ] 50 ¥ | items per page 51 - 96 of 96 items

Figure 39. The risk factor exploration user interface
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Select Sankey graph A
e —— ‘ Reset |- | DExmples+ M Recommend
Medical experts

@showaetsis Risk evidence Optons~ | = |+ | &

L~
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Figure 40. Visualisation of risk factors in Sankey diagram
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6. System localisation

To address a wider user population, we need to support multiple languages. This section presents the approach
used; clearly, it could be extended to support other languages.

6.1. Introduction

As an EU-based project, CARRE has partners and users across Europe. For evaluation, we also provided Greek
and Lithuanian user interfaces to patients and doctors as CARRE has partners in the UK, Greece and Lithuania.

The localisation applies to the visual interface and to the data repositories. The visual interface localisation
involves text messages in the HTML web pages while the data repository localisation involves key messages in
the public and private data repositories, such as the name of the risk elements, etc.

This chapter describes the whole localisation procedure, including what we translate, how we prepare the
translation, where we store the translated data, and how the live online translation has been achieved.

6.2. Key term localisation preparation

While online translation tools such as Google Translate provide automatic translation of the web pages and are
easy to integrate into a website, the translations are often misleading or erroneous. Since it is critical to have
accurate localisation of the terms used in the web interface for doctors and patients, manual translation of the
terms is indispensable.

The procedure for manual translation is as follows:
1. Translation by first expert.
2. Independent translation by second expert.
3. Merging and final translation by third expert.
4. Backwards translation (to English) by fourth independent expert, without knowledge of the initial
English text.
5. Merging of comments and final translation by another expert, who could be the same as Expert 3.

6.3. Key-term localisation

6.3.1. Introduction

The key-term localisation is based on the jQuery.i18n° javascript internationalisation/localisation library which
simplifies the localisation of the web applications. After the key terms have been translated by domain experts,
they are stored into jQuery.il8n message localisation JSON files, ready to be used by the CARRE components.

6.3.2. Message localisation JSON file

The jquery.il8n library uses a json based localisation file format, "banana”, which is the localisation file format
used by MediaWiki and other projects.

The translations of the key terms in different languages can be stored in a single file or in separate files.
A simple en.json file example from the jQuery.i18n website for the English language translation is given below:
{

9 https://github.com/wikimedia/jquery.i18n
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"@metadata": {
"authors": [
"Alice",
"David",
"Santhosh"
1,
"last-updated": "2012-09-21",
"locale": "en",
"message-documentation": "gqq",
"AnotherMetadata": "AnotherMedatadataValue"
b
"appname-title": "Example Application",
"appname-sub-title": "An example application with jquery.il8n",
"appname-header-introduction": "Introduction",
"appname-about": "About this application",
"appname-footer": "Footer text"
}
It is also possible to put all the translation in a single file, as shown in the example below from the jQuery.i18n
website. It is useful when the application is not large.

{
"@metadata": {
"authors": [
"Alice",
"David",
"Santhosh"
1,
"last-updated": "2012-09-21",

"locale": "en",
"message-documentation": "ggq",
"AnotherMetadata": "AnotherMedatadataValue"

}I

"en": {
"appname-title": "Example Application",
"appname-sub-title": "An example application with jquery.il8n",
"appname-header-introduction": "Introduction",
"appname-about": "About this application",
"appname-footer": "Footer text"
}I

"ml": |
"appname-title": "OUOOO0OOOOOO DOOOOOO,
"appname-sub-title": "jquery.il18n UOOOODOOOOOOON

gooooooooooo oogoooogar,

"appname-header-introduction": "OILICICIOIM,
"appname-about": "W OO0 O000O000000O0O",
"appname-footer": "[ULUUOOOOOOOOOM

6.3.3. Usage

The following demonstration codes show the usage of jQuery.i18n library.

6.3.3.1. Setting the locale

$.118n( {
locale: 'el' // Locale is Greece

}o)s
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6.3.3.2. Loading messages and message files

$.118n () .load ( {

en: |

message hello: 'Hello World',
message welcome: 'Welcome'

s

hi: 'il8n/messages _el.json', // Messages for Greek

Pz

de: 'il8n/messages lt.json' // Messages for Lithuanian

6.3.3.3. Message translation

The message translation can be achieved in several ways.

The translated text can be directly retrieved in javascript by the following method:

$.118n( message key );

It is also possible to use the data-i18n key to translate text embedded in HMTL tags without javascript:

<TAG data-il8n="message-key"></TAG>

6.3.4. Localisation JSON files for the CARRE project

This section presents the json localisation files used by the visual interface and visual analytics component.

6.3.4.1. Localisation of sample visual interface terms in English (va_en.json)

{

FP7-ICT-61140

"@metadata”: {

"authors": [

"Allan Third"

I

"last-updated": "2016-06-29",

"locale": "en"
by
"MENU dashboard": "Dashboard",
"MENU health lines": "Healthlines",
"MENU_ scheduler": "Calendar",
"MENU disease progression": "Progression of disease",
"MENU_ components": "Components",
"MENU login": "Login",
"MENU educational resources": "Educational Resources Entry",
"DASHBOARD my planning": "My planning",
"DASHBOARD my alerts": "My alerts",
"DASHBOARD welcome message": "Welcome to CARRE Visual Analytics",
"DASHBOARD my account": "My account",
"DASHBOARD devices": "Devices",
"DASHBOARD health data": "Health data",
"DASHBOARD my risks": "My risks",
"SCHEDULER year": "Year",
"SCHEDULER month": "Month",
"SCHEDULER_title": "CARRE kalendorius",
"COMPONENTS data correlation": "Data Correlation",
"COMPONENTS matrix view": "Matrix",
"COMPONENTS chord view": "Chord Diagram",
"COMPONENTS sankey view": "Sankey Diagram",
"COMPONENTS graph view": "Graph",
"COMPONENTS risk factor matrix view": "Matrix",
"HEALTHLINE physical activity": "Physical Activity",
"HEALTHLINE blood pressure": "Blood Pressure",
"HEALTHLINE blood sugar": "Blood Sugar",
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"HEALTHLINE weight": "Weight",

"MENU va": "Visual Analytics",

"MENU Patient Risk Graph": "Patient Risk Graph",
"MENU doctors": "Doctor",

"MENU profile": "Profile",

"MENU_ search": "Search",

"MENU analysis": "Analysis",

"MENU dictionary": "Dictionary",

"MENU medical literature": "Medical Literature",
"MENU_ tools": "Tools",

"MENU device": "Devices",

"MENU risk entry system": "Risk Entry System",
"MENU patient management": "Patient Management",
"MENU phr entry": "PHR Entry",

"MENU help": "Help",

6.3.4.2. Localisation of sample visual interface terms in Greek (va_el.json)

{

FP7-ICT-61140

"@metadata": {

"authors": [
"Nick Portokallidis",
"Tina Pouliliou",
"George Drosatos",
"Spyros Kavvadias",
"Eleni Kaldoudi"

1,

"last-updated": "2016-06-29",

"locale": "el"
bo
"MENU dashboard": "Apxlxf ZeAida",
"MENU health lines": "T'papuéc Yyelag",
"MENU scheduler": "HupepoAdyLo",
"MENU disease progression": "Iapdyoviec KivdGvou",
"MENU components”: "Aiayp&ppota",
"MENU login": "ZUvdeon",
"MENU profile": "mpog(A",
"DASHBOARD my planning": "IlpoypapuotLopdg",
"DASHBOARD my alerts": "OL ei1domolfceLc pou",
"DASHBOARD welcome message": "KoA®g npboate oto CARRE",
"DASHBOARD my account": "O AovyopLacudc pou",
"DASHBOARD devices": "Zuoxkeuég",
"DASHBOARD health data": "Aedopéva 1nc uyelog pou",
"DASHBOARD my risks": "Ilap&yovtieg xLvdUvou",
"SCHEDULER year": "Etog",
"SCHEDULER month": "MAvac",
"SCHEDULER title": "HpepoAdyiLo CARRE",
"COMPONENTS data correlation": "Zuoxétion mnapaydviev xLvdivou",
"COMPONENTS matrix view": "I{vaxac",
"COMPONENTS chord view": "Ai&ypopux t6&ou",
"COMPONENTS sankey view": "Ai&ypoppa pofng",
"COMPONENTS graph view": "T'p&pocg",
"COMPONENTS risk factor matrix view": "I{vaxkoag noapaydéviwov xivdivou",
"HEALTHLINE physical activity": "®uoixn dpaotnetdinta”,
"HEALTHLINE blood pressure": "Illeon olpatoc",
"HEALTHLINE blood sugar": "Enimeda ocaxkx&pou oto atlupa",
"HEALTHLINE weight": "B&pog",
"MENU va": "Visual Analytics",
"MENU Patient Risk Graph": "I'p&enua xLvdGvou tou acBevoug",
"MENU doctors": "T'tatpdg",
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"MENU profile": "IlpogiA",

"MENU search": "Epeguva",

"MENU analysis": "Av&iuon",

"MENU dictionary": "AefLxo",

"MENU medical literature": "Iatplxn BLRALoypapia™,
"MENU tools": "Epvaiesta",

"MENU device": "Zuoxeuég",

"MENU risk entry system": "ZUotnua eloavyoyhc noapaydviwev Kivdivou",

"MENU patient management": "AiLaxelpLon acBevov",
"MENU phr entry": "Aiaxelpion eaxkéiou uyeloac acBevoUg",
"MENU help": "Boffeia"

6.3.4.3. Localisation of sample visual interface terms in Lithuanian (va_lIt.json)

{

"@metadata": {
"authors": [
"Laurynas",
"Gintare",
"Neringa",
"Domantas"
1,
"last-updated": "2016-06-29",

matrica",

FP7-ICT-61140

"locale": "1t"
br
"MENU dashboard": "Irankiai",
"MENU health lines": "Sveikatos parametruy kreives",
"MENU scheduler": "Kalendorius",
"MENU disease progression": "Ligos progresavimas",
"MENU components": "Komponentai',
"MENU login": "Prisijungimas",
"MENU profile": "Profilis",
"DASHBOARD my planning": "Mano planai',
"DASHBOARD my alerts": "Mano pokyciai',
"DASHBOARD welcome message": "Sveiki atvyke i Carre vaizdine analize",
"DASHBOARD my account": "Mano paskyra",
"DASHBOARD devices": "Prietaisai",
"DASHBOARD health data": "Informacija apie sveikata",
"DASHBOARD my risks": "Mano rizika",
"SCHEDULER year": "Metai",
"SCHEDULER month": "Ménuo",
"SCHEDULER title": "CARRE kalendorius",
"COMPONENTS data correlation": "Duomenu koreliacija",
"COMPONENTS matrix view": "Matricos vaizdas",
"COMPONENTS chord view": "Juostinis vaizdavimas",
"COMPONENTS sankey view": "Sankey vaizdas",
"COMPONENTS graph view": "Diagramos",
"COMPONENTS risk factor matrix view": "CARRE rizikos veiksniuy
"HEALTHLINE physical activity": "Fiziné veikla",
"HEALTHLINE blood pressure": "Kraujospudis",
"HEALTHLINE blood sugar": "Gliukozés kiekis kraujyje",
"HEALTHLINE weight": "Svoris",
"MENU va": "Vaizdiné Analize",
"MENU Patient Risk Graph": "Paciento rizikos diagrama",
"MENU doctors": "Gydytojas",
"MENU profile": "Profilis",
"MENU search": "PaieSka",
"MENU analysis": "Analizé",
"MENU dictionary": "Zodynas",
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"MENU medical literature": "Medicininé literatuara",
"MENU tools": "Irankiai",

"MENU device": "Prietaisai",

"MENU risk entry system": "Rizikos iraSas",

"MENU patient management": "Paciento gydymas",
"MENU phr entry": "Paciento sveikatos iraSas",
"MENU help": "Padéti"

6.4. Localisation in the visual interface

6.4.1. Initialisation

In the visual interface main HTML page template/layout.html, the following javascript code sets the locale and
loads the the key term translations.

$.118n({ locale: carre language 1});
$.118n () .load ( {

el: 'static/share/il8n/va_en.json',

el: 'static/share/il8n/va _el.json',

lt: 'static/share/il8n/va lt.json'
} ) .done (function () {

S ("body") .1i18n¢() ;
1)

6.4.2. Key term translation

The translation of the key terms in the visual interface includes static term translation and dynamic term
translation. The static terms do not change during the lifecycle of the web-based visual interface while the
dynamic terms are dynamically generated by the javascript code running in the web-based visual interface. The
static and dynamic term translation are both supported by jQuery.i18n through different methods which are
introduced as follows.

6.4.2.1. Static term translation

In the main visual interface HTML page template/layout.html, most of the menu items represent static links to
visual analytics components, medical evidence functions and other CARRE components. They are static
messages that can be translated by the jQuery.i18n using the following data-i1l8n method.

<TAG data-il18n="MESSAGE"> </TAG>
The TAG represents an HTML tag which contains text, for example
<span data-i18n="MENU dashboard"> </span>
or
<li data-il8n="MENU search"> </1li>

One can use default messages in the content so that one still sees the default visual interface even the
jQuery.i18n is not working, for example:

<span data-i18n="MENU calendar">Calendar</span> ,
or one can just leave them blank for jQuery.i18n to fill in the translated messages at run time.

For static key terms in the web-based interface of other components, such as those in the web interface of the
visual analytics components or risk entry system, the localisation can be achieved in a similar way.
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6.4.2.2. Dynamic term translation

For dynamic web pages, the contents of a web page are often generated dynamically so that one cannot know
the message keys for jQuery.il8n in advance. Under such cases, the data-il8n method presented in the
previous section cannot be used, and the dynamic method in javascript and jQuery should be used in the
following way:

$.118n( message key );

The message_key is the dynamically generated message key for jQuery.i18n. For example, the text dynamically
showing on the login button can either be “Login” or the user's name, the localisation of the “Login” text message
is done via

$.118n(“Login”) ;

Figure 41 shows the main visual interface in Greek.

al.carre-project.eu/Carre Q% Wy =

-~
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| °

© ©
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Figure 41. The main visual interface and dashboard in Greek

6.5. Localisation in the RDF repository

In the RDF repository the following concepts have been enriched with Greek and Lithuanian language tags (el,lt) :

e Risk Element (#risk_element) , translated properties:
o #has_risk_element_name
e Observable (#observable) , translated properties:
o #has_observable_name
e Measurement type (#measurement_type) , translated properties:
o #has_measurement_type_name
o #has_label
o #has_enumeration_values

The detailed RDF translations are listed in Annex A : RDF Translations.
Example query for loading the Greek translation of the risk element names from Public RDF

SELECT * FROM <http://carre.kmi.open.ac.uk/riskdata> WHERE {
?element a risk:risk element.
?element risk:has risk element name ?rl name.

FILTER (langMatches (lang (?rl _name), ‘el’ ) )
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The localisation in visual analytics is based on the key-term translation and the RDF repository localisation.

6.6.1. General information localisation

The general information in the HTML web pages or the javascript file is done with the jQuery.i18n library as
introduced in Section 6.3.

6.6.2. Measurement variable localisation

In healthline visualisation, the measurement names need to be localised. The private RDF repository supports
localisation of the measurement names. The visual analytics component can query the localised measurement
variable names by filtering the specified language in the SPARQL query in the following way:

SELECT DISTINCT ?measurementtype 20b_ name
FROM <https://carre.kmi.open.ac.uk/users/user.name>
FROM <http://carre.kmi.open.ac.uk/riskdata> WHERE
?measurement ?measurementtype ?object
:has blood pressure systolic :has _weight :has has blood glucose fasting}
OPTIONAL {?ob a risk:observable; risk:has external predicate
?measurementtype; risk:has observable name ?0b name. }
FILTER (langMatches (lang (?0b _name), carre_language ) )

where carre_language is the human language used by the system.

6.6.3. Risk element and observable name localisation

In risk graph visualisation, the risk element and risk observable names need to be localised. The public RDF
repository supports localisation of the measurement names. The query of risk element list and risk observable
list is performed via the RESTful APIs which provide a language parameter to select the desired language for
the element or observable names. The risk element query URL is as follows:

var url =
"https://carre.kmi.open.ac.uk/ws/instances?type=risk elementé&language=" +
carre lanaguage;

The returns of the query includes triples of names in the des

object: "tminis inksty paZeidimas"

predicate:
"http://carre.kmi.open.ac.uk/ontology/risk.owl#has risk element name"
subject: http://carre.kmi.open.ac.uk/risk elements/RL 1

The query of risk observable names in the local language can be achieved in a similar way.

Figure 42 shows the patient risk graph with risk elements in Lithuanian.
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Figure 42. The patient risk graph in Lithuanian

6.6.4. Date localisation

Visual Analytics uses d3.js to generate interactive visualisations in the web page, however, the support for
localisation of d3.js is not perfect. For example in the healthline visualisation, there is no native support from the
d3.js library for localisation of dates. In this situation, date localisation is achieved by manually defining the d3.js
customised date-format support in the following way:

d3Locales = {
"lt"
{

"days": [ "Sekmadienis", "Pirmadienis", "Antradienis", "Treciadienis",
"Ketvirtadienis"™, "Penktadienis", "Sedtadienis" 1,

"shortDays": ["Se", "P", "A", "T", "K", vvpnn, vvgen],

"months": [ "Sausis", "Vasaris", "Kovas", "Balandis", "Geguze",
"Birzelis", "Liepa", "Rugpjutis", "Rugséjis", "Spalis", "Lapkritis",
"Gruodis" 1,

"shortMonths": [110111, 110211, 1103", 1104", 1105", "06", 1107", "08", 110911,
"10", 111111, niomn ]

b

"el"
{

"days": [ "Kupiaxkn", "Asutépa", "Tpitn", "Tetdptn", "Héuntn",
"Mapaoxkeun", "Z&BRoto"],

"shortDays": [ "Kup", "Aegu", "Tpo.", "Te1", "Ieu", "Iop", "Zoap" 1,
"months": [ "Ioavoudpiog", "®sgRpoudploc", "Maptiocg", "AmpiAiog",
"M&Log", "IoUviog", "IoUAlocg", "AUyouoctocg", "Zemtéufprog", "OxktdRptrocg",

"No&uBpiog", "AexéupBprog" 1,
"shortMonths": [ "Iov", "®egf", "Mop", "Amp", "M&L", "Iouv", "IouA",
"Auy", "Zen", "Oxkt", "Noeg", "Aex" ]
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"days": ["Sunday", "Monday", "Tuesday", "Wednesday", "Thursday",
"Friday", "Saturday"],
"shortDays": [HSUNH, HMONH, HTUEH, HWEDH, HTHUH, HFRIH, "SAT"],
"months": ["January", "February", "March", "April", "May", "June",
"July", "August", "September", "October", "November", "December"],
"shortMonths": ["Jan", "Feb", "Mar", "Apr", "May", "Jun", "Jul",
"Aug", "Sep", "OCt", HNOVH, "Dec"]
1}

And set the local for d3 date :
var locale = d3Locales[carre language];

As moment.js provides global locale setting and localisation control, in the calendar we use moment.js for
localisation of the week and month names in the following way.

moment.locale (carre language) ;
for (var i1 = 1; 1 <= 7; 1i++)

localisedWeekDayNames.push (moment.weekdaysShort (1))
monthNames = moment.months () ;

Figure 43 shows an example of Healthlines in Greek — the variable names and the month names in the timelines
are in Greek.
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Figure 43. Healthlines in Greek
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7. System deployment

This section provides information on the deployment of each CARRE subsystem.

7.1. Visual interface and medical evidence aggregator server

The visual interface and medical evidence systems are two relatively independent subsystems which can be
deployed separately. The visual interface system is used by doctors and patients while the medical evidence
system is used mainly by doctors. At this stage, they are in the same web container for ease of deployment and
management as well as for saving computer resources.

7.1.1. Server requirements

The hardware and software requirements for the server of visual interface and medical evidence aggregators
are listed in the following table:

Table 2. Server requirements for the visual interface and medical evidence aggregator.

Hardware requirements

CPU 6 Cores, > 2.8 GHz
Memory 8GB
DB RDF repository Virtuoso
Hard Drive 192GB SSD storage

Software requirements

Operating System Linux, Ubuntu 14.04 LTS

Apache Tomcat 7 server
Java 8

Environment spring framework 4.1
Gate 8 and plugins
clearNLP 2.0

7.1.2. General steps of the deployment process

As the visual interface and the medical evidence aggregator share the same web server, their deployment is
introduced in one section.

7.1.2.1. Environment setup
1. Make sure you have Java 8 installed.

java -version
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2. Install a git client, (as we use git to do source code control, make sure you have the administrator privilege):

D.7.3. Integrated Service Environment

apt-get install git
3. Install Maven 3.x.x for ubuntu, which is our building tool:
apt-get install maven

4. Install sesame RDF, by just copying openrdf-sesame and workbench jars under Tomcat webapps directory.

7.1.2.2.  Initial build and run
1. Under the command line, go to a selected working folder, and get the latest source:
git clone https://weihuiBeds@bitbucket.org/weihuiBeds/doc repos ccgv.git

2. Your git url may be different, please login bitbucket to find the url of your own project, then check out branch
“carre”.

git checkout -b carre

3. Go to the source code folder.
cd doc_repos_ ccgv

4. Run maven command to build the package file (this may take minutes on initial build)
mvn clean package

5. If no exception appears on the console, copy the .war package file to the tomcat directory
cp target/Carre.war /var/lib/tomcat7/webapps/

6. Remove the old files and restart tomcat

rm -rf /var/lib/tomcat7/webapps/Carre
/etc/init.d/tomcat7 restart

7. Then acess the following URL from the browser
http://visual.carre-project.eu/Carre/

8. You also need to load RDF data into system Sesame repository by using system functions under Manage
-> load keywords.

7.1.2.3. Application update

After the application is installed there may be occasions to update the application due to function improvements
or bug fixes. The process of application update is as follows which is generally repeating steps 3~6 in Section
7.1.2.2.

1. Login to the server via SSH
2. Update the source code of the visual interface and medical evidence aggregator from the bitbucket
repository
3. Run maven command to re-generate the .war package file
mvn clean package
4. Copy the .war package file to the apache tomcat directory
5. Remove the old files and restart tomcat

The deployment process on the server has been written into one script as the follows to ease deployment.

git pull

mvn clean package

sudo cp target/Carre.war /var/lib/tomcat7/webapps/
sudo rm -rf /var/lib/tomcat7/webapps/Carre

sudo /etc/init.d/tomcat7 restart
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7.1.2.4. Deploy locally for debugging

Sometimes the system needs to be deployed locally for developing, debugging or other purposes. To make a
local deployment, the environment setup is the same as that in section 7.1.2.1. The building and running process
is slightly different from that in 7.1.2.2. The steps are listed as follows:

1. Enter the source code folder.
cd doc repos ccgv

2. Run maven command to build the package file (this may take minutes on initial build)
mvn clean tomcat7:run -DENV_ SYSTEM=.dev

3. If no exception is thrown from the command, it is ready to visit the following URL.:
http://127.0.0.1:8080/Carre

4. If the developer likes to use it with OU Authentication, they need to make a mapping in the host file /etc/hosts
by adding the following line:

127.0.0.1 visual.carre-project.eu

5. Now it is ready to visit the system with the following URL in the browser

http://visual.carre-project.eu/Carre/

7.2. Authentication, data aggregation, decision support and storage server

The data aggregators (sensor, PHR and management of them), access control component (including RESTFul
API), decision support service and RDF repositories (public and privte) are located in the same server. This
happens for performance and management reasons as well as for saving computer resources.

7.2.1. Server requirements

The hardware and software requirements for the server of data aggregators, access control (RESTFul API),
decision support service and RDF repositories are listed in the following table:

Table 3. Server requirements for the authentication, aggregation and data repository.

Hardware requirements

CPU 8 Cores, > 2.2 GHz
Memory 16GB
DB RDF repository Virtuoso
Hard Drive > 120GB storage

Software requirements

Operating System Linux, Redhat Enterprise 6.7

Environment Apache Tomcat 6 server, Java 8, Python 2.7, Visrtuoso 6
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7.2.2. General steps of the deployment process
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This component will be provided as a mainly pre-configured virtual machine image. Deployment details will vary
depending on the particular virtualisation environment being used. Once running as a virtual server, it will be
possible to connect via SSH to upload a deployment configuration file (a template will be made available in the
Breakthroughs section of the CARRE website, in order to inform the new deployment of its relevant hostname,
desired administration authentication details, and so on).

The sensor data aggregators each require individual configuration with the relevant device manufacturers,
following their own up-to-date instructions for creating and managing an API client application. This process will
provide application keys and details which can be entered into the template configuration file to be uploaded to
the deployed server. This is necessary for each separate deployment so that each manufacturer is provided
with the relevant server URLS in order to send data to the correct destination for users of the deployment.

7.3. PHR manual entry system server

The PHR manual entry system was developed using .NET framework and for this reason it requires a server
with Windows operating system.

7.3.1. Server requirements

The hardware and software requirements for the server of PHR manual entry system are listed in the following
table:

Table 4. Server requirements for PHR entry system.

Hardware requirements

CPU 2 Cores, > 3.0 GHz
Memory 4GB (or more)
Hard Drive 250 GB (or more)

Software requirements

Operating System Windows Server 2012
Server 1S 7.0
Database Microsoft SQL server 2012
Other NET framework v4.5.1, NuGet package manager, Visual Studio 2013

7.3.2. General steps of the deployment process

Visual Studio is used to facilitate the deployment as it provides abstractions for default Windows procedures.

7.3.2.1. Preparing for deployment

In the folder containing the PHR entry system project is a file named ‘ManualDataEntry.sin’ which contains
solution information; it can be opened using Visual Studio 2013.

By clicking Build -> Build Solution, Visual Studio restores all dependency packages and compiles the project.
Alternatively this can be done by:

# navigate to root of solution directory where ManualDataEntry.csproj file is
located.
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nuget restore
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#this restores all the needed dependencies

msbuild ManualDataEntry.csproj

After a successful build, these commands should be run in the nuget package manager console:

# ensure that database has all the required tables (using code first migrations)
enable-migrations

update-database

# now all the required tables should be present in database

Now the project can be deployed using the settings found in Prod.pubxml file by clicking Build -> Publish
ManualDataEntry -> Publish.

7.3.2.2. Deployment configuration

Deployment configuration is found in 2 files: Web.config and Properties\PublishProfiles\Prod.pubxml.
Web.config is an XML file that deals with environment variables and database connections. The database
connection can be altered by modifying connectionStrings->add element with  attribute
“‘name=DefaultConnection”. In this file there can also be found these configurations inside of “appSettings” node:
“loginUrl” — url where user is redirected if he is not logged into the CARRE project; “logoutUrl’ — url where the
user is redirected when he wishes to logout from the CARRE project. Prod.pubxml is an XML file that contains
information about where the project should be deployed and what build configuration for deployment should be
used. This file can be edited with a plain text editor, but there is an option to edit with graphical interface from
Visual Studio by clicking Build->Publish ManualDataEntry.

7.4. CARRE Device system

7.4.1. Client requirements of the CARRE ECG aggregator

The hardware and software requirements for the client PC machine running a background service CARRE ECG
(and Lifestyle) aggregator interface are listed in the Table 5. The long term ECG records (<72 h) obtained with
the selected ECG devices (Emotion Faros 180; Mega Electronics Ltd, Finland) can be as large as 950 MB.
Therefore, the CARRE ECG aggregator application (developed in JAVA) has main requirement — adequate
amount of RAM.

Table 5. Client requirements for CARRE ECG aggregator

Hardware requirements
RAM memory 8 GB or more

Software requirements

Platform Windows, Java 8 JRE
Browser Google Chrome or Firefox Desktop
Input devices Keyboard and mouse
Other Internet Access
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CARRE multiparametric weight scales collect data and automatically transfer the records as an encrypted GDF+
files via WiFi connection to the remote server on the Internet. The present configuration and deployment of
components is shown in Figure 44. The data record includes: force sensor data (for weight), 3 lead
electrocardiogram, two electrically independent bioimpedance channels and environmental data. In order to
perform visualisation and analysis of acquired data, a prototype software application was developed (Figure 45).
The application is able to process acquired signals and to present extracted parameters such as:

- Weight;

Body composition parameters (segmental bioimpedance magnitude and phase angle for the range of
frequencies);

— Heart rate trend and heart arrhythmia (atrial fibrillation) detection results;
— Arterial stiffness assessment parameter - Pulse Arrival Time (for palm and feet);

— Environmental parameters (temperature and relative humidity).
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Figure 44. Deployment of CARRE Multiparametric Weight Scales
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Figure 45. CARRE Multiparametric Weight Scales Data Analysis tool for preview and automated analysis
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7.5. Risk factor entry, DSS alerts entry and educational resources aggregator server

The risk factor entry system, DSS alerts entry system and educational resources aggregator are three relatively
independent subsystems which can be deployed separately. At this stage, they are in the same server for ease
of deployment and management as well as for saving computer resources.

7.5.1. Server requirements

The hardware and software requirements for the server of risk factor entry system, DSS alerts entry system and
educational resources aggregator are listed in the following table:

Table 6. Server requirements for risk factors entry system and education resources aggregator.

Hardware requirements

CPU 2 Cores, > 1.7 GHz (or more)
Memory 4GB (or more)
Hard Drive 150 GB (or more)

Software requirements

Operating System Linux, Ubuntu 14.04 LTS
Server Apache 2.x server, NodeJS 4.x application server
Database Redis (In Memory database)
Other

7.5.2. General steps of the deployment process

7.5.2.1. Basic requirements

e Ubuntu 14.04 LTS Fresh installation
e SSH user with key-based authentication setup

7.5.2.2. Prepare dependencies

# install nodejs stuff

curl -sL https://deb.nodesource.com/setup 4.x | sudo -E bash -
sudo apt-get install -y nodejs

npm install —-g grunt-cli gulp bower pm2

# install apache as a proxy/static server

apt-get install libapache2-mod-proxy-html
apt-get install libxml2-dev
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azenmod proxy && azenmod proxy ajp && aZenmod proxy http && aZenmod rewrite &&
aZenmod deflate && aZenmod headers && aZenmod proxy balancer && aZenmod
proxy connect proxy html

7.5.2.3. Installation setup for educational resources aggregator

git clone https://github.com/telemed-duth/carre-edu.git && cd carre-edu
npm install && bower install
grunt build

pm2 start production.json

# add it to apache

nano /etc/apache/sites-available/com.gr.educational.aggregator.conf

# COPY PASTE
<VirtualHost *:80>
ServerAdmin admin@yourdomain.com
ServerName edu.gr.carre-project.eu
ProxyRequests off
<Proxy *>
Order deny,allow
# modify the port here
Allow from all://localhost:3010/
</Proxy>
<Location />
PassReverse http://localhost: 3010/
ProxyPassReverse http://localhost: 3010
<Location />
</VirtualHost>

aZ2ensite com.gr.educational.aggregator.conf
apache2 reload

7.5.2.4. Installation setup for risk factors entry system
git clone https://github.com/carre-project/carre-entry-system.git && cd carre-
entry-system
npm install && bower install
gulp build
pm2 start production.json

# add it to apache
nano /etc/apache/sites-available/com.gr.entry.system.conf
# COPY PASTE
<VirtualHost *:80>
ServerAdmin admin@yourdomain.com
ServerName edu.gr.carre-project.eu
ProxyRequests off
<Proxy *>
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Order deny,allow
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# modify the port here
Allow from all://localhost:3020/
</Proxy>
<Location />
PassReverse http://localhost:3020/
ProxyPassReverse http://localhost:3020
<Location />
</VirtualHost>

alensite com.gr.entry.system.conf

apache2 reload

7.5.2.5. Installation setup for SSL certificate

wget https://examples.carre-project.eu/letsencrypt/carre certificates

#Run it twice, one for educational resources aggregator and one for risk factor
entry system

sudo bash carre certificates

7.6. System testing

The CARRE system is composed of coordinated components. Consequently the testing of the system needs to
be carried out on the component level and the system level. During the design and implementation of each
component, testing of individual components was carried out and reported in the corresponding deliverable.
However, the integrative testing which involves extensive end user interactions is best performed at the
evaluation stage by the patients and doctors; it will be reported in deliverable D7.4 “CARRE Evaluation &
Implications Report”.

8. Conclusions

This deliverable has reported the integration tasks of the CARRE system. The individual components that were
designed according to the CARRE architecture have been implemented by partners, deployed at relevant
partners’ sites and tested in various ways. The details of each component were reported in previous deliverables.

The integration task ensures that the components of the system come together in a single executable system.
The integrated system is exposed using standards-based RESTful web services, with which the user interface
will then communicate. This will allow for computer—computer interaction with the service for future use and
extension by others outside of the project. The integrated system will be given to users other than the developers
(i.e. members of the use case partner teams) to test the system thoroughly.
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Annex 1

RDF translations
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English

Greek

Lithuanian

risk:has_risk_element_name

risk:has_risk_element_name

risk:has_risk_element_name

acute kidney disease

ofela vedpikn BAGBN

dminis inksty paZeidimas

acute myocardial infarction

0&U éudpaypo tou puokapdiov

Gminis miokardo infarktas

age nAwio amzius
albuminuria aABouuvoupia albuminurija
anemia avatuia anemija
asthma acBua astma

atrial fibrillation

KOATULKI) pappapuyn

prieSirdZiy virpéjimas

beta-blockers

B-avaotoAelg

beta-blokatoriai

central obesity

KEVTPLKN Ttaxuoapkia

centrinis nutukimas

cholelithiasis

xoAoABlaon

tulZies puslés akmenligé

chronic kidney disease

Xpovia VedpLki vOoog

létiné inksty liga

chronic kidney disease stage 5

XPOVLA VEPPLKA OVETIAPKELA
otablou 5

|étiné inksty liga 5 stadija

chronic obstructive pulmonary
disease

XPOVLA amodpaKTIKA
TveupovonaBeLa

Iétiné obstukciné plauciy liga

colorectal cancer

KAPKIVOG TOU TIOXEOG EVIEPOU

kolorektalinis vézys

contrast agents

OKLOYPOPLKEG OUOILEG

kontrastinés medZiagos

death Bavartog mirtis

death due to cardiovascular Bdavatog KapdLlayyeLakng

disease attohoyiag mirtis dél kardiovaskulinés ligos
depression KaTaOAWn depresija

diabetes dapntng diabetas

diabetic nephropathy Slapntikn vepponabela diabetiné nefropatija

diuretics SloupnTika diuretikai

dyslipidemia SucAuudatpia dislipidemija

gastric cardia cancer

Kapkivog kapSLaKAG poipag tou
OTOMAX0U

skrandZio jskrandZio srities véZys

gastric non-cardia cancer

KAPKIVOG 1N KapSLOKA G polpag tou
OTOMAX0U

skrandzio ne jskrandzio srities vézys

heart failure

KapSLaKr avemapKeLa

Sirdies nepakankamumas

high-density lipoprotein

UPNAAG TUKVOTNTOG AUTOTIPWTEIVNG

didelio tankio lipoproteiny cholesterolio

cholesterol serum concentration XOAnGoTEPOANG 0poU koncentracija serume
hospitalization voonAsia hospitalizacija
hyperkalemia UTEpKaALOLpia hiperkalemija
hypertension unéptaon hipertenzija
hyperuricemia umepoupLyatpia hiperurikemija
hypoglycaemia umoyAukaltpia hipoglikemija
hypotension unotaon hipotenzija

ischemic heart disease

LoXaLlULKN kapdlomabeila

iSemineé Sirdies liga

ischemic heart disease family
history

OLKOYELOKO LOTOPLKO LOXOULULKAG
Kapdlomabelog

Seiminé iseminés Sirdies ligos anamnezé

ischemic heart disease self history

OTOWLKO LOTOPLKO LOXOULULKNG
Kapdlomabelog

iSeminé sirdies liga anamnezéje
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ischemic stroke

LOXOULLKO EYKEPAALKO ETTELCOSLO

iSeminis insultas

left ventricular hypertrophy

uneptpodia TNG apLOTEPNG KOLALaG

kairiojo skilvelio hipertrofija

obesity

TTaXuoapkia

nutukimas

obstructive sleep apnea

QATTOQPAKTIKI) UTTVIKI) ATTVOIa

obstrukciné miego apnéja

osteoarthritis

ooteoapBpitida

osteoartritas

pancreatic cancer

KAPKLVOG TOU TTayKPEATOG

kasos vézys

peripheral arterial disease

niepLdEPLKT) APTNPLAKI) VOOOG

periferiniy arterijy liga

peripheral vascular disease

nepldpEPLKA AYYELOKA VOOOG

periferiniy kraujagysliy liga

physical activity

duoikn Spaotnplotnta/doknon

fizinis aktyvumas

renin-angiotensin system dual
blockade

SUTAGG amoKAELOUOG TOou afova
PEVIVNG-AYYELOTEVOLVNG

renino-angiotensino sistemos dviguba
blokada

smoking

KATVIoUQ

rakymas

statins

OTaTIVES

statinai

triglycerides serum concentration

OUYKEVTpWON TPLYAUKepLSiWwV opol

trigliceridy koncentracija serume

cardiovascular events group 1

kapdlayyekd emoodeta opddag 1

kardiovaskuliniai jvykiai 1 grupe

cardiovascular events group 2

kapdlayyeka emoodela opadag 2

kardiovaskuliniai jvykiai 2 grupé

cardiovascular events group 3

kapdlayyekd emoodetla opddag 3

kardiovaskuliniai jvykiai 3 grupe

cardiovascular events group 4

Kapdlayyeka emoodela opadag 4

kardiovaskuliniai jvykiai 4 grupé

cardiovascular events group 5

Kapdlayyekd emoodela opddag 5

kardiovaskuliniai jvykiai 5 grupe

2. Observable names

English

Greek

Lithuanian

risk:has_observable_name

risk:has_observable_name

risk:has_observable_name

2h glucose after oral glucose
tolerance test (mg/dL)

enineda yAUKOING 2 WPEC UETA TO

TECT AVOXNG Xopriynong YAUKOTnG
Sla otoparog (mg/dL)

glikemija po 2 val. atliekant gliukozés
toletavimo tyrimg (mg/dl)

2h glucose after oral glucose
tolerance test (mmol/L)

enineda yYAUKOING 2 WPEG HETA TO

TECT AVOXNG XOprynong yAukolng
Sla otopartog (mmol/L)

glikemija po 2 val. atliekant gliukozés
toletavimo tyrimg (mmol/I)

acute kidney disease diagnosis

Slayvwon oelag vedpikig
OVETIAPKELOG

dminio inksty paZeidimo diagnozé

acute myocardial infarction
diagnosis

Slayvwon o€og epdpayuatog tou
puokapdiou

dminio miokardo infarkto diagnozé

age (days) nAWKia (LEPEG) amfZius (dienomis)
age (months) nAWLa (LAveg) amzius (ménesiais)
age (years) nAkia (€tn) amZzius (metais)
albuminuria aABouuvoupia albuminurija

anemia diagnosis

Slayvwon avatpiag

anemijos diagnozé

angina pectoris diagnosis

Slayvwaon atnBayxng

kratinés anginos diagnozé

ankle-branchial index

KVNUoPpaxLoviog Seiktng

kulksnies - Zasto indeksas

apnoea-hypopnea index

SelKTNG UTIVIKAG AmvoLag

apnéjos-hipopnéjos indeksas

asthma diagnosis

Sldyvwon acBuatog

astmos diagnozé

atrial fibrillation diagnosis

SLayvwaon KOATILKN G LOPUOPUYAG

priesirdziy virpéjimo diagnoze

beta-blockers administration

xopnynon B-avactoAéwv

beta-blokatoriy skyrimas

FP7-ICT-61140

page 67 of 74




—
l 5 CARRE

D.7.3. Integrated Service Environment

body fat

owpaTikd Almog

ki@ino riebalai

body mass index

SelKTNG LATG CWHATOG

kGno masés indeksas

cholelithiasis diagnosis

Slayvwon xohoABilaong

tulZies paslés akmenligés diagnozé

chronic kidney disease diagnosis

SLayvwaon xpoviag VeppLkng vooou

Iétinés inksty ligos diagnozé

chronic kidney disease diagnosis (5
levels)

SLdyvwaon xpoviag veppLkng vooou
(5 enineda)

létinés inksty ligos diagnozé (5
stadijos)

chronic kidney disease diagnosis (5
levels, sublevels)

SLdyvwaon xpoviag veppLkng vooou
(5 emineda, uno-enineda )

létinés inksty ligos diagnozé (5
stadijos, substadijos)

chronic obstructive pulmonary
disease diagnosis

SLdyvwaon xpoviag anodpakTikig
TVEUOVOTIABELAG

|étinés obstrukcinés plauciy ligos
diagnozé

colorectal cancer diagnosis

SLayvwon kapkivou Tou Tax£og
EVTEPOU

kolorektalinio vézio diagnozé

contrast agent administration

Xopnynon okLaypadlkwy oucLwv

kontrastiniy medZiagy skyrimas

death diagnosis

Slayvwaon Bavdatou

mirties diagnoze

depression diagnosis

Slayvwon katdbAupng

depresijos diagnozé

diabetes diagnosis

Slayvwon dapntn

diabeto diagnozé

diabetic nephropathy diagnosis

Slayvwaon dLapnTikig
vedpomnabelag

diabetinés nefropatijos diagnozé

diastolic blood pressure

SLaoToALKN Tiieon

diastolinis kraujospidis

diuretics administration

Xopnynon doupnTikwy

diuretiky skyrimas

estimated glomerular filtration
rate

EKTLLWUEVOC pUOUOG
OTIELPOATIKAG S1BNnong

apskaiciuotas glomeruly filtracijos
greitis

fasting plasma glucose (mg/dL)

YAukdTn vnotelag mAdopatog
(mg/dL)

gliukozés koncentracija plazmoje
nevalgius (mg/dl)

fasting plasma glucose (mmol/L)

YAukdTn vnotelag mAdopatog
(mmol/L)

gliukozés koncentracija plazmoje
nevalgius (mmol/l)

gastric cardia cancer diagnosis

SLayvwon kapkivou kapdLakng
HOLpOG TOU OTOUAX0U

skrandzio jskrandZio srities vézio
diagnozé

gastric non-cardia cancer diagnosis

SLayvwon kapkivou un KapSLaKng
HOLpaG TOU OTOUAX0U

skrandzio ne jskrandZio srities vézio
diagnozé

glycated haemoglobin

YAukoZUALwPEVN alpoodatpivn

glikuotas hemoglobinas

haemoglobin

awpoodatpivn

hemoglobinas

heart failure diagnosis

Slayvwon KapdLaKng avEMAPKELAG

Sirdies nepakankamumo diagnozée

high-density lipoprotein
cholesterol (mg/dL)

vPNANg mukvoTNTOG
AUmomnpwteivng xoAnotepoAn
(mg/dL)

didelio tankio lipoproteiny
cholesterolis (mg/dl)

high-density lipoprotein
cholesterol (mmol/L)

uPNAAG TUKVOTNTOG
Aumonpwteivng xoAnotepoAn opou
(mmol/L)

didelio tankio lipoproteiny cholesrolis
(mmol/I)

hospitalization

voonAsia

hospitalizacija

hypertension diagnosis

SLdyvwaon uméptaong

hipertenzijos diagnozé

ischemic heart disease diagnosis

SLayvwaon LoXALULKAG
kapdlomabelag

iSeminés Sirdies ligos diagnozé

ischemic heart disease family
history

OLKOYELOKO LOTOPLKO LOXOULLLKAG
Kapdlomabelog

Seiminé iSeminés Sirdies ligos
anamnezé

ischemic heart disease self history

OTOWLKO LOTOPLKO LOXOULULKNG
Kapdlomabelog

iSeminé Sirdies liga anamnezéje

ischemic stroke diagnosis

SLayvwon LoXaLpLkoU eykepaiikol
eneloodiov

iSeminio insulto diagnozeé

left ventricular hypertrophy
diagnosis

Slayvwon umetpoodiag tng
0pLOTEPNG KOLALOG

kairiojo skilvelio hipertrofijos diagnozé
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low-density lipoprotein cholesterol
(mg/dL)

XOUNANC TUKVOTNTOG
Amonpwteivng xoAnoTtepoAn
opoU(mg/dL)

mazo tankio lipoproteiny cholesterolis

(mg/dl)

low-density lipoprotein cholesterol
(mmol/L)

XOUNAAG TTUKVOTNTAG
Amonpwteivng xoAnotepoAn opou
(mmol/L)

mazo tankio lipoproteiny cholesterolis

(mmol/I)

myocardial infarction self history

LOTOPLKO EUDPAYLOTOG TOU
puokapdiou

miokardo infarktas anamnezéje

non high-density lipoprotein
cholesterol (mg/dL)

pn vPNARG TUKVOTNTAG
Aumonpwteivng xoAnoTtepoAn
(mg/dL)

nedidelio tankio lipoproteiny
cholesterolis (mg/dl)

non high-density lipoprotein
cholesterol (mmol/L)

pn uPnAng mukvoTNTAg
Amonpwteivng xoAnoTepOAn
(mmol/L)

nedidelio tankio lipoproteiny
cholesterolis (mmol/l)

obstructive sleep apnea diagnosis

SLayvwon amodpaKTLKAG UTIVIKAG
anvolog

obstrukcinés miego apnéjos diagnozé

obstructive sleep apnea diagnosis
(3 levels)

SLayvwon amodpaKTLKAG UTIVIKAG
anvolag (3 enineda)

obstrukcinés miego apnéjos diagnozé

(3 stadijos)

osteoarthritis diagnosis

Sldyvwon ooteoapbitibag

osteoartrito diagnozé

pancreatic cancer diagnosis

Slayvwon kapkivou tou
TIYKPEATOG

kasos véZio diagnozé

peripheral arterial disease
diagnosis

Slayvwon mepldbepLKG 0PTNPLOKAC
vOOOU

periferiniy arterijy ligos diagnozé

physical activity

duokn dpaotnplotnTa

fizinis aktyvumas

renin-angiotensin system dual
blockade administration

xoprynon duthol amokAELopOoU Tou
agova pevivng-ayyelotevaivng

renino-angiotensino sistemos dvigubos

blokados skyrimas

serum creatinine (mg/dL)

kpeatwivn opou (mg/dL)

serumo kreatininas (mg/dl)

serum creatinine (micromol/L)

kpeartwvivn opol (micromol/L)

serumo kreatininas (mkmol/l)

serum potassium (mEq/L)

KdAto opol (mEg/L)

serumo kalis (megq/I1)

serum potassium (mmol/L)

Kd&ALo opoV (mmol/dL)

serumo kalis (mmol/I)

sex

$UAo

lytis

smoking status

KATVIoUQ

rakymas

statin administration

X0oprynon otatwvwy

statiny skyrimas

statin administration (list)

xopnynon otatwwy (Alota)

statiny skyrimas (sgrasas)

systolic blood pressure

OUGCTOALKN Ttiean

sistolinis kraujosptdis

time after acute myocardial
infarction event (days)

XPOVLKO SLACTNUA UETA Ao o0&V
€udpaypa tou puokapdiou (LEpeC)

laikas po iminio miokardo infarkto
(dienomis)

time after acute myocardial
infarction event (months)

XPOVLKO SLAOTNUO LETA amd 0L
€udpaypa tou puokapdiou (LAVeg)

laikas po Gminio miokardo infarkto
(ménesiais)

tobacco consumption (cigs. per
day)

KaTavaAwaon Kanvou
(towyydpa/nuepa)

tabako vartojimas (cig./dieng)

tobacco consumption (no, yes)

Katavalwaon kamvou (vai/oxt)

tabako vartojimas (ne/taip)

total cholesterol (mmol/L)

oAtkr) xohAnotepdAn (mmol/L)

bendras cholesterolis (mmol/1)

total cholesterol (mg/dL)

OALK XoAnotepoAn (mg/dL)

bendras cholesterolis (mg/dl)

triglycerides (mg/dL)

tpyAukepibia (mg/dL)

trigliceridai (mg/dl)

triglycerides (mmol/L)

TPLyAukepiSla (mmol/L)

trigliceridai (mmol/l)

uric acid serum concentration
(mg/dL)

GUYKEVTPWON oUpLKoU 0&£o¢ opol
(mg/dL)

Slapimo rhgsties koncentracija serume

(mg/dl)

uric acid serum concentration
(mmol/L)

GUYKEVTPWON oUpLKoU 0&£o¢ opol
(mmol/L)

Slapimo rhgsties koncentracija serume

(mmol/l)

urine output

napaywyrn olpwv

Slapimo isskyrimas
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waist circumference

nepldpépela HéEong

liemens apimtis

waist to height ratio

avaloyia epidépelag
Héang/UWoug

liemens - Ggio santykis

waist to hip ratio

avaloyia epLpépeLag
péong/mepudépela yodwv

liemens -kluby apimties santykis

physical activity (steps)

duokn dpaotnplotnta (Brpata)

fizinis aktyvumas (Zingsniai)

body weight

Bapog cwpatog

kdno svoris

heart rate

KapSLAKOG TOALOG

Sirdies susitraukimy daznis

heart failure nyha classification

katnyoplonoinon nyha kapdlakrg
OVETIAPKELAG

Sirdies nepakankamumo nyha
klasifikacijg

physical activity (distance)

duoikn dpaoctnpidtnta (amdotacn)

fizinis aktyvumas (atstumas)

body height

oYog

ugis

blood glucose (mg/dL)

oaKyopo alpatog (mg/dL)

gliukozés vlood (mg/dL)

blood glucose (mmol/L)

oaKkyapo aipatog (mmol/L)

gliukozés vliood (mmol/L)

3. Measurement types

English

Greek

Lithuanian

risk:
has_measurement_type_name

risk:
has_measurement_type_name

risk:has_measurement_type_name

consumption

Katavalwaon

vartojimas

diagnosis (3 levels)

Slayvwon (3 enineda)

diagnozé (3 stadijos)

diagnosis (5 levels)

Siayvwon (5 enineda)

diagnozé (5 stadijos)

diagnosis (5 levels, sublevels)

Slayvwon (5 enineda, uno-
enineda)

diagnozé (5 stadijos, substadijos)

diagnosis (no, yes)

Siayvwon (oxt/vau)

diagnozé (ne, taip)

distance (cm)

anootach (cm)

atstumas (cm)

drug administration

xopriynon doppdkwv

vaisty skyrimas

family history

OLKOYEVELOKO LOTOPLKO

Seiminé anamnezé

filtration rate

puBbuo¢ onelpapatikng Stbnong

filtracijos greitis

liquid output (ml/kg/h)

napaywyr vypou (ml/kg/h)

skysciy isskyrimas (ml/kg/val)

mass concentration (g/dl)

ouykévtpwon palag (g/dl)

masés koncentracija (g/dl)

mass concentration (mg/dl)

ouykévtpwon padag (mg/dl)

maseés koncentracija (mg/dl)

mass over time (mg/24h)

pada otnv mAapodo Tou Xpovou
(mg/24h)

maseé per tam tikrg laikg (mg/24val)

mass per height squared

pada ava tetpaywvo LYPoug

masé Ggio kvadratui

molar concentration (mEg/L)

poplakn cuykévipwaon (mEg/L)

moliné koncentracija (megq/l)

molar concentration (mmol/L)

poplakn cuykévipwon (mmol/L)

moliné koncentracija (mmol/l)

molar concentration (umol/L)

poplakn cuykévipwon (umol/L)

moliné koncentracija (qmol/l)

no or yes

oxLn vat

ne ar taip

percentage

TT0000TO

procentai

physical activity

duowkn dpaotnplotnta

fizinis aktyvumas

pressure (mmHg)

niieon (mmHg)

spaudimas (mmhg)

rate (counts per day)

TIOOOOTO (UETPHOELG ava HEPQ)

daznis (kiekis per dieng)
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rate (counts per hours of sleep)

TIOOOOTO (UETPAOELG VA WPEG
Umvou)

daznis ( kiekis per miego val.)

rate (counts per min)

TOCOOTO (UETPROELG aVa AETTO)

daznis (kiekis per min.)

ratio

avaloyia

santykis

sex (female, male, other)

dUMo (BnAu, appev, GAAo)

lytis (moteris, vyras, kita)

smoking (never, smoker, ex-
smoker)

KATIVIOUO (TTOTE, KOTVLOTHAG,
T(PWNV-KATVLOTAG)

rakymas (niekada, rikantis, anksciau
rakes)

statin administration (list)

xopnynon otatwwv (Alota)

statiny skyrimas (sarasas)

time (days) XPOVOC (NUEPEG) laikas (dienomis)
time (months) XPOVOG (UAVEG) laikas (ménesiais)
time (years) XPOvog (€tn) laikas (metais)
count pétpnon kiekis

mass (Kg) pala (Kg) svoris (kg)

nyha classification

nyha katnyoplomnoinon

nyha klasifikacijg

distance (Km)

andotacn (Km)

atstumas (Km)

English

Greek

Lithuanian

risk:has_enumeration_values

risk:has_enumeration_values

risk:has_enumeration_values

no;mild;moderate;severe

oxuAma; LETpL; coBapn

néra;lengvas;vidutinis;sunkus

no;stagel;stage2;stage3;stage4;sta
ge5

oxueninedol;eninedo2;emninebo3;e
ninedo4;emninedo5

néra;lstadija;2stadija;3stadija;4stadija;
Sstadija

no;stagel;stage2;stage3A;stage3B;
staged;stage5

oxueninedol;eninedo2;emnine603A;
eninedo3B;eninedos;eninedos

néra;1lstadija;2stadija;3Astadija;3Bstad
ija;4stadija;5stadija

no;yes oxL;val

nosyes ne;taip
maternal;paternal;other HNTPLKO;TATPLKO; AAAO motinos;tévo;kita
no;yes oxyval ne;taip

no;low;moderate;high

OXLXAUNAA; HETPLOLUYNAR

néra;mazas;vidutinis;didelis

female;male;other

BnAu;appev;aiio

moteris;vyras;kita

never;smoker;ex-smoker

TOTE; KATVLOTAG; TP WNV-KOTTVLOTHG

niekada;rakantis;anksciau-rikes

atorvastatin;simvastatin;rosuvasta
tin;pravastatin;lovastatin

atopBaoctartivn;owupaoctativn;poco
uBaotivn;mpaBaoctativn;AoBootati
vn

atorvastatinas;simvastatinas;rozuvasta
tinas;pravastatinas;lovastatinas

no;classl;classll;classlll;classIV

oy khaonl;kAaonll;kAaonlll;kAdonl
\

néra;lklasé;llklasé;lllklasé;lvklasé

English Greek Lithuanian
risk:has_label risk:has_label risk:has_label
g/day g/nuepa g/dieng

cm cm cm
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ml/min/1.73 mA2

ml/min/1.73 m~"2

ml/min/1.73 mA2

ml/kg.h ml/kg.h ml/kg.h
g/dL g/dL g/dL
mg/dI mg/dI mg/dI
mg/24h mg/24h mg/24h
Kg/m~2 Kg/m~2 Kg/m~2
mEq/L mEq/L mEq/L
mmol/L mmol/L mmol/L
pumol/L umol/L umol/L
% % %
mmHg mmHg mmHg
counts/day HETPRoELG/nuépa kiekis/dieng

counts/hours of sleep

LETPROELG/WPEG UTIVOU

kiekis/miego valandos

counts/min petpnoelg/Aentd kiekis/minute
days NUEPEC dienos
months UAVEG ménesiai
years €N metai

counts LETPAOELG skaicius

Kg Kg Kg

Km Km Km
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Annex 2

Software of Integrated CARRE Environment
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What is CARRE Integrated Service Environment?

D.7.3. Integrated Service Environment

The CARRE integrated services is an aggregation of subsystems that each is responsible for different type of
functions. The integration procedure involves 4 Virtual machine compilations including all the required
configurations and interlinking between them in order to function as a whole.

The VM configuration phase is described in D7.3 section 7.

Download

For security measures the CARRE Virtual Machines (VMs) are not available for unauthenticated users.

° VM1 — Visual interface and medical evidence aggregator

° VM2 — Authentication, data aggregation, decision support and storage server

° VM3 — PHR manual entry system server

e VM4 — Risk factor entry, DSS alerts entry and educational resources aggregator server

The CARRE Integrated Service Environemnt is Open Source

CARRE Integrated Service Environment can be freely used in Open Source applications under the terms GNU
General Public License (GPL).

Copyright © 2016, CARRE Project
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